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Introduction

f you have more than one computer in your home, you should have a net-

work. [ used to consider that statement an opinion, but it’s so logical that I
now think of it as a fact of nature. Nobody has ever presented a convincing
(to me) argument that supports keeping multiple computers isolated from
each other.

Using and managing multiple computers is easier if you create a network. You
don’t have to remember which computer you were using when you started
that letter to Uncle Harry because you can just reach across the network to
finish it, using any computer in the house. A home network allows you to do
the work you have to do better and more efficiently.

One of the best reasons to set up a home network is to share an Internet con-
nection so you don’t have to listen to, “I need the modem, tell Tommy to give
me a turn!”

And then of course, there are the wonderful psychological rewards. Because
you’re the one reading this book, you’ll probably be the person who installs
the network. This means you become the network administrator, the person
who controls which files your family members can access, as well as which
printers they can use. Talk about power! And the wonderful thing about being
a network administrator is that the title makes it sound like you do a lot of
hard work (but you don’t — you’ll be amazed at how easy all of this is).

About This Book

This book isn’t a novel or a mystery, so you don’t have to start at page one
and read every chapter in order — you can’t spoil the ending. This book is
meant to be digested on a subject-by-subject, not a chapter-by-chapter, basis.
Each chapter is self-contained, covering a specific subject.

However, because the process of creating the network requires that tasks be
performed in a certain order, | recommend that you check out the chapters in
either Part I or Part Il before you go to any of the other chapters.

After you get up to speed on the basics, you can decide which chapters you
want to look at next and figure out which network features you want to add
to your home network.
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Conventions Used in This Book

Keeping things consistent makes them easier to understand. In this book,
those consistent elements are conventions. Notice how the word conventions
is in italics? In this book, I put new terms in italics and then define them so
that you know what they mean.

Here are some other conventions I use in this book:

1 When you have to type something in a text box, [ put it in bold type so
that it is easy to see.

v When I cite URLs (Web addresses) within a paragraph, they appear in
monofont: www . symantec . com. Similarly, all text formatted as code
(commands you have to type) also appears in monofont.

1 Regarding the differences between the various versions of Windows,
I discuss the operating systems separately when a difference exists in
the way they work. Otherwise, I just use the term Windows.

What You Don’t Need to Read

I've learned that some people are really curious about why some computer
functions work the way they do. Other people don’t care why; they just want
to find out how to perform those functions.

[ put technical explanations that you don’t need to read, but that may be of
interest to the little computer geek in your head, in sidebars or passages of
text marked with a Technical Stuff icon. You can safely skip this information if
you don’t care about those details. (I'll never know.)

Foolish Assumptions

[ make several assumptions about you:

» You use PCs that run either Windows XP or Windows Vista.

» You want to share computers on a network, whether they’re desktop
computers or laptops.

v You have more people in the household than computers, so more than
one person may use any single computer.
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How This Book Is Organized

This book is divided into five parts to make it easier to find what you need.
Each part has a number of chapters (some have more than others).

Part I: Network Basics

Part I helps you plan and install your home network. You have some deci-
sions to make and some hardware to buy. You also have to play architect as
you design the placement of computers around the house. This part shows
you how to put it all together.

v Planning your network and buying the hardware (Chapter 1)

v Installing the network hardware in your computers (Chapter 2)

v Cabling your house to connect the computers (Chapter 3)

1 Using wires that already exist in your home: telephone lines and electric
lines (Chapter 4)

v Connecting computers without wires (Chapter 5)
The information you find here may seem geeky and complicated, but it really
isn’t as complex as it sounds. If you perform each step in the right order,
building a network is no harder than assembling a complicated toy for your

kids. To make things as easy as possible, I take you through each task one
step at a time.

Part II: Configuring Computers
for Networking

After you've installed all the network hardware, you have to perform some
software tasks, including the following:

v Installing the files that Windows needs for networking and sharing an
Internet connection (Chapter 6)

v Setting up each computer to share stuff — and keep other stuff private
(Chapter 7)

1 Setting up users and learning about logins (Chapter 8)
This part tells you how to fine-tune your network — getting the computers to

talk to each other and setting up users so everyone can maintain his or her
own, personalized computer-configuration options.
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Part III: Communicating
Across the Network

This part introduces you to the meat of networking. Here’s where you get to
put all your setup work into action.

v Setting up network printing (Chapter 9)

v Accessing the other computers on the network (Chapter 10)

v Using files from other computers while you’re working in software

(Chapter 11)

The fun of networking is actually doing stuff across the network. Time to test
it all out. Sit in front of any computer on the network and get stuff from any
other computer. Ahhh, the power!

Part IV: Network Security
and Maintenance

If you're going to create a network, any network, whether in the office or at
home, that makes you the network administrator. After all the work you do
creating this network, you’ll want to make sure the network is safe and
happy. The chapters in Part IV cover the following:

v Protecting the computers against harm from viruses and Internet
intruders (Chapter 12)

1 Preparing for disaster by making sure you don’t lose your data when a
computer dies (Chapter 13)

v Keeping computers healthy with the aid of some nifty tools (Chapter 14)

Part U: The Part of Tens

In true For Dummies style, this book includes a Part of Tens. These chapters
introduce lists of ten items about a variety of informative topics. Here you
find additional resources, hints, and tips, plus other gold nuggets of knowl-
edge. The Part of Tens is a resource you can turn to again and again.
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Icons Used in This Book
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To make your experience with this book easier, I use various icons in the mar-
gins to indicate particular points of interest.

Pay attention to the text this icon flags if you want to make setting up and
using your network easier (and who wouldn’t want that?). Think of this cute
little target as a gift from one network administrator (me) to another (you).

This icon is a friendly reminder or a marker for something that you want to
make sure that you cache in your memory for later use.

This icon means “Read this or suffer the consequences.” You find it wherever
problems may arise if you don’t pay attention.

This icon points out technical stuff that computer geeks or highly curious
people may find interesting. You can accomplish all the important tasks in
this book without reading any of the material next to these icons.

Where to Go from Here

Go ahead — check out the Table of Contents to see which neat networking
feature you want to install first. But [ do suggest that you check out Parts I
and II for some networking basics.

It’s quite possible that members of your family have opinions about the order
in which you should install networking features — especially the kids, who
seem to be born with an advanced knowledge of computing. Have a family
meeting and listen to everyone’s opinions — make sure the person who has the
strongest views about which features should be implemented “volunteers” to
help you install and maintain your network. (In my family, when one of my chil-
dren urged the family to do something, I listened carefully and then said, “Great
idea, honey, you do it, and don’t forget to let us know how you’re doing.”)

Creating a home network is satisfying, fun, and incredibly useful. Have a good
time. You're on the cutting edge of computer technology. By reading this book,
you prove that you're a networking geek — and as far as I'm concerned, that’s
a compliment.
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In this part . . .

part I of this book covers all the planning and hardware
purchases required for building a network. You can’t
jump into this project willy-nilly; you have to design your
network before you actually build it. The stuff you need to
know isn’t complicated, and the hardware installation is
very easy — anyone can do it.

Lots of different types of hardware are available, so you
need to decide what hardware to use in your network;
Chapter 1 helps you through that process. After you
make your hardware decisions, you have to install the
hardware, which you find out how to do in the other
chapters in this part.

You're starting a great adventure, and when you cross the
finish line, you’ll be a network expert. You'll even be able
to throw technical jargon into your conversations — words
like NIC, Ethernet, and switch. (Don’t worry — before you
finish Chapter 1, you’ll know what those words mean.)
Then all of your non-expert friends, who have no idea

how easy this stuff is, will be amazed by your geekiness.




Chapter 1

Planning the Lay of the LAN

In This Chapter

Deciding to create a home network
Homing in on the right operating system
Understanding how networks work
Figuring out what hardware you need

Purchasing kits or individual components

A network is a system of two or more computers that are connected in
some manner (you have lots of choices about the “manner”) and the
commonly used term for a network is LAN, which stands for Local Area
Network. Each computer on the network has access to the files and periph-
eral equipment (such as printers or modems) on all the other computers on
the network. You create those connections with the following elements:

v Hardware in each computer that permits the computer to communicate.

1 A cable or a wireless technology that sends data between the computers
(using the hardware you installed).

v Software (called a driver) that operates the hardware. (I cover drivers in
Chapter 6.)

Believe it or not, installing the hardware and software you need on each com-
puter is not complicated at all. Start with the first computer and go through
the process one step at a time. After you finish setting up that first computer,
you’ll see how logical and simple the tasks are.

In fact, anyone who knows how to turn on a computer and use the keyboard
and mouse can create a network in an amazingly short amount of time. Many
people who installed their own home networks found it so easy and satisfying
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Why

that they helped neighbors, friends, and relatives. Some have gone on to
neighborhood fame and fortune as part-time consultants to other households
who want home networks. They never give away the secret that all of this is
extremely easy to do.

In this chapter, | explain some reasons you might want to set up a network in
your home, explain your software and hardware alternatives, and tell you
more about how different networks work. I also discuss some of the technol-
ogy that’s available for your network.

The particulars and the installation steps for all the different types of net-
working hardware and software are found throughout this book — look for
the appropriate chapter titles or check the index to find the particular pages
you need.

Would 1 Want a Home Network?

I believe that anyone who has more than one computer in the house should
definitely have a network. That belief has its roots in the fact that 'm gener-
ally lazy and miserly, and I believe everyone should do everything in the easi-
est and cheapest way. Here’s a list of just some of the ways a home network
can benefit your whole household:

+* You can work anywhere in the house, even in bed if you want to.
Suppose that you have an important presentation for your boss, and it’s
due tomorrow morning. But it’s Sunday morning, and you’re having your
second cup of coffee in your bedroom. It would be so cozy and comfy to
use your laptop, in bed, to finish the presentation. Then you realize that
when you were working on the presentation yesterday, you were sitting
at the kitchen computer, slaving away at the presentation while eating a
turkey sandwich. You don’t have to leave your cozy bed and stumble
downstairs to find the most recently saved version of the document —
you can open the file that’s on the kitchen computer right on the laptop
in your bedroom.

+* Your kids won’t argue as much. Sally doesn’t have to stop using the
computer in the den because Bobby needs to retrieve his homework
assignment from it. Bobby can go to the computer in the basement and
open the file that’s on the computer in the den right on the computer in
the basement. There’s no need to copy the file to a floppy disk; it’s as
available and handy as it would be if it were residing on the basement
computer.
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+* You can put an end to the demands for the computer that has the
Internet connection. Because you can set up your network so that
everyone in the household can be on the Internet at the same time,
those arguments about whose turn it is to surf the Net are a thing of
the past.

+* You can buy yourself an expensive piece of jewelry with the money
you save on peripherals. Okay, not quite, but you will save money
because you won'’t have to buy a printer and modem every time you buy
a computer because everyone shares those tools across the network.
Even better, the sharing is simultaneous, so you can avoid “It’s my turn!”
arguments.

+* You can become a god (or goddess). Another benefit of setting up a
home network is that when you install it, you become the network
administrator (that’s what the people who installed the network at your
office are called). You may even get to invent usernames and passwords.
You'll be in charge of decisions about whether Mom can see Bobby’s
files or Bobby can see Mom’s files. All of this knowledge and power
makes you a computer geek. Because I think that being called a com-
puter geek is a compliment, I offer my congratulations to you.

Network Operating Systems
(Nothing to Do with Surgery )

A\

You don’t have to start creating your network with computers that already
contain the hardware and software required for networking because you can
easily install that stuff yourself (with the help of this book). However, you
must have computers that already run on an operating system that can par-
ticipate in a network environment.

For this book, [ assume that all the computers in your home run Windows XP
or Windows Vista. As a result, you won'’t see specific instructions for per-
forming tasks on any other (earlier) versions of Windows. However, if you
happen to have a computer running Windows 98SE or Windows 2000, the
instructions in this book should work for you, it’s just that you may have to
figure out how to open the dialog boxes and windows I refer to because
sometimes the menus are different.

Check out the Introduction of this book for other assumptions I've so
flippantly made about you.

11
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Network Types — Just Like
Personality Types

You can configure networks to operate in any of several modes, or configura-
tion types. Like personality types, some network configuration types are inter-
ested in controlling computer users; other network types are more relaxed
about controls. You can choose a mode for your current needs and then
easily change your network to another mode if the circumstances warrant.
The basic hardware and configuration stuff that goes into creating a network
(all of which I cover in this book) are the same for all network types, so your
choices depend mostly on how you want to communicate among computers.

Client/server networks for control freaks

Networking schemes that operate in client/server mode are almost always
found only in businesses. These schemes include a main computer (a server)
that controls users and holds files and peripherals shared by all the other
computers (called clients or workstations).

One of the most important reasons to install a client/server network is user
authentication, which is a security feature. The server on a client/server
network checks to see if a SuzieQ user is who she says she is and controls
whether she can join the network. If she’s eligible, the server continues to
control her network tasks, determining what she can do. For example, per-
haps she can read files but not delete them. The good news is that if you set
up the network, you can control everything. (Heh, heh, heh.)

All the client computers are connected in a way that gives them physical
access to the server. Everyone who works at a client computer can use files
and peripherals that are on his or her individual computer (the local com-
puter) or on the server. Look at Figure 1-1 to see the communication between
computers in a client/server environment.

Even though all the computers are connected to each other, each client usu-
ally communicates with the server. However, you can configure the network
so that the users on client computers can also access the other client com-
puters on the network.
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|
Figure 1-1:
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Large client/server networks (usually found in the workplace) frequently
have multiple servers, and each server has a specific job. For example, one
server is used for authenticating users, one manages everyone’s e-mail, one
contains the accounting software, and yet another has the word processing
software. The common network operating systems used for servers on
client/server networks are Windows 2000, Windows Server 2003, Novell
NetWare, and UNIX/Linux. These kinds of networks may be a litfle more than
you need — unless you're thinking of running an enormous enterprise-like
business out of your home.

Peer-to-peer networks are more
relaxed about controls

Peer-to-peer networks permit all the computers on a network to communicate
with each other. In Figure 1-2, you can see a typical peer-to-peer network
communication structure.

13
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|
Figure 1-2:
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Windows has built-in support for peer-to-peer networks. In fact, this book is
really about creating a peer-to-peer network in your home.

With a peer-to-peer network, as long as your network is composed of comput-
ers running Windows XP and Windows Vista, you can impose all the security
features you want to. You can control files, Windows utilities, and all the
other uses of a computer that might be dangerous for some users to access.

Mixed networks fit all types

Just so that you don’t think the computer world is rigid, I'll point out that
some networks are both client/server and peer-to-peer at the same time.
Users log on to the network server and then use it to access software and
store the documents that they create. Because the peer-to-peer network is
built into the operating system, users can also transfer files from other
clients and access printers connected to other clients. A mixed network is
the best-of-all-worlds scenario for many businesses.
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The Nuts and Bolts of Hardware

A\

To create a network, the primary hardware device that you need is a network
adapter, also called a network interface card (NIC). A NIC must be installed in
each computer on the network. It’s actually the NICs (not the computer
boxes) that are connected to create a network. NICs are traditionally con-
nected via cable. | say traditionally because wireless solutions are also avail-
able for small networks, and you may prefer to take that route.

Also, even though the term NIC is still commonly used, not all network inter-
face devices are cards anymore. Today, you can connect a network interface
adapter device to a Universal Serial Bus (USB). However, because of the wide-
spread use of the jargon NIC, I use that term generically throughout the book.

The only rule for creating a network is that you must have a NIC in each com-
puter. Beyond that, you have enough choices to make your head spin. I'll try
to slow the spin rate by explaining the options before I drag you into the
actual installation process (which you can find in Chapter 2).

NICs come in lots of flavors, and when you buy NICs, you must match them to
two important elements:

v The type of network interface device that your computer accepts.

v The type of network cabling that you want to use. (See the section,
“Connections: Cables, wires, and thin air,” later in this chapter.)

Network connection types

Computers have one or more NICs built right into a chip on the motherboard.
These built-in devices are called embedded network cards or embedded
network controllers.

Although motherboard NICs are the most common type of network connec-
tions, you have several other options available.

USB Connectors

Most of today’s computers come with a USB port (in fact, most come with a
bunch of USB ports), and you can buy NICs that plug into a USB port. The
best part of a USB connection is that you don’t even have to open your com-
puter because USB ports are external. Look for USB port connectors that look
like those shown in Figure 1-3.

15
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|
Figure 1-3:
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USB connectors are available for all types of network cabling and wireless
connections.

NIC Controller Cards

Another way to add a NIC to a computer is to install a card inside the com-
puter, using a PCI slot (your computer has several PCI slots available for
installing controllers). Follow the manufacturer’s instructions for installing
the hardware and drivers.

Connections: Cables, wires, and thin air

You have one more decision to make before you go shopping for your
hardware — you have to choose a cabling system. Your decision affects not
only the type of cable you buy, but also the type of NICs you buy. The NIC
has a device that accepts the cable connector, so the NIC must be built
specifically for the cable you choose.

You have several choices for cabling your computers into a network:

v Ethernet cable

1 Telephone wires already in your house
v Electrical wires already in your house
1 None (wireless connections)

v Mixed (using more than one type)
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In the following discussions, I mention the speeds at which cable types trans-
fer data among computers. Network speeds are rated in megabits per second
(Mbps). A megabit is a million binary pulses, and the best way to put that into
perspective is to think about a modem. The fastest telephone modems are
rated to transmit data at the rate of 56,000 bits per second (56 kilobits per
second, or 56 Kbps).

Don’t pooh-pooh the notion of speed; it is important. Everyone who uses
computers changes his or her definition of the word fast. If you started using
computers years ago, think about how fast the computer seemed at first, and
then how impatient you became whenever you had to wait for a task to com-
plete. Soon after, you bought a faster computer. Then you got over the feeling
that this was the fastest machine you’d ever seen, and impatience set in
again. Waiting a long time for a file to open in an application or for a file to be
copied from one machine to another can drive you nuts.

Ethernet cable

Ethernet cable is the connection type of choice. It’s fast, accurate, pretty
much trouble-free, and simply the best. Ethernet can transfer data across the
network at up to 1000 Mbps, depending on the rated speed of the NICs and
the hub or switch. The commonly sold NICs and Ethernet cable operate at
100 Mbps. Most Ethernet equipment can determine the speed of individual
devices on the network and automatically drop or raise the speed to match
the device’s capabilities.

Ethernet is the cable that you find in business networks. The commonly used
variety of Ethernet cable is twisted-pair cable or Category 5 UTP cable (nick-
named CAT-5). Although Ethernet cable looks like telephone wire, it’s not the
same thing. Ethernet cable is designed to transmit data rather than voice.
Using Ethernet cable requires the purchase of a concentrator, a device that
collects all the Ethernet connections in one place. Concentrators are usually
sold as devices called hubs or switches. All the network computers are con-
nected to the concentrator, which distributes the data among the connected
computers, as shown in Figure 1-4.

The connector at the end of the cable looks like the connector at the end of
your telephone cable, but it’s actually slightly fatter. The 10Base-T cable con-
nectors are RJ45 connectors (telephone connectors are RJ-11 connectors).

Telephone line cable

Telephone line cable is another option you can choose for wiring your home
network. It transmits data at the rate of about 10 Mbps, which isn’t nearly as
fast as the speed of Ethernet cable. Telephone line networking is increasing in
popularity, especially because most of the computer and device manufactur-
ers have developed and accepted standards. Having standardized technology
makes it easier to buy equipment; you know it all works together. You can
find out more about the technology at www . homepna. . org.
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To use telephone cable for home networks, you just connect a regular tele-
phone cable between the telephone-cable NIC you install in your computer
and the telephone wall jack. Telephone cable is inexpensive and available
everywhere, including your local supermarket. The networking process uses
a part of your telephone line that voice communication doesn’t use, so your
telephone lines are still available for normal household telephone use as well
as for modem use.

You can use your wall jack for both a telephone and a network connection

at the same time. You just have to adapt the wall jack so that it can do two
things at once. Luckily, this is easy to do. You need to buy a splitter (the techy
term is modular duplex jack), which is a little doohickey that you can buy for
a couple of bucks just about anywhere — at an office supply store, one of
those megastores, or even the supermarket. The splitter, shown in Figure 1-5,
plugs into the wall jack to give you two places to plug in phone cables instead
of just one. You plug the network cable into one connector and your tele-
phone cable into the other connector. It doesn’t matter which cable goes into
which socket.

However, to avoid confusion, put some nail polish, a little sticky star, or some
other add-on near the connector of your network connection cable so that
you know which is which if you want to move the telephone.
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For shared Internet access, only one computer on the network needs to have
a modem. If the computer that’s hosting the shared Internet access has an
external modem, follow these steps:

1. Plug the splitter into the telephone wall jack.

2. Plug the modem, not the telephone, into the second side of the splitter
(the network line is on the other side).

3. Plug the telephone into the appropriate connector on the modem.

Now you have three devices on your telephone jack: a network connec-
tion, a modem, and a telephone.

If the computer that’s hosting the shared Internet access has an internal
modem, you need a Y-connector, which is an adapter that looks like the capi-
tal letter Y. The bottom of the connector, where the two sides of the Y meet,
plugs into the wall jack (to join the network). The two ends of the Y plug into
the modem and the NIC (it doesn’t matter which connector goes into which
device). (There’s no room on this setup for a telephone.)
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If you have multiple telephone lines in your house, all the computers on your
network must be connected through the same telephone line (telephone
number). Computers can’t communicate across different telephone lines.
(Your regular telephone service can’t do this either. For example, if someone
is talking on line 1, you can’t pick up a telephone connected to line 2 and
eavesdrop, er, | mean, join the conversation.)

Here are a couple of drawbacks to using telephone wiring:

v Every computer must be near a telephone jack. Very few households
have a telephone jack in every room, so this may limit your choices for
computer placement.

v The maximum distance between any two computers is about 1,000
feet, but unless you live in the White House, that shouldn’t be a major
problem.

Electrical wires

You can network your computers with electrical line connections that work
by plugging the manufacturer’s network adapter device into the power outlet
on the wall. The device has an attached cable that connects to the computer.
Today, most of the electrical-wire network-connection hardware is designed
for a USB port. Electrical-wire networking operates at about 10 Mbps. Some
network equipment manufacturers use the term powerline instead of electri-
cal wire.

I'm not kidding when I say wall outlet device. Plugging the network adapter
into a power strip doesn’t work.

Here’s the other stuff you need to know about powerline networking:

v+ Um, where do you plug it in? If your house is like most houses, only
one wall outlet is near the computer, and you’re already using both
plugs: one for the computer and one for the monitor. Most manufactur-
ers of electrical line networking hardware supply a special power strip
into which you can plug your computer and monitor. You can plug that
power strip into the plug on the wall outlet that the network device isn’t
using.

v How friendly do you want to be with your neighbor? I could get into
all the gory details about hubs and transformers and radio waves, but
I'll cut to the bottom line: If your neighbor has a home network that’s
connected through electrical wires, your neighbor may be able to access
your network because you probably share the same transformer. That’s
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either terribly convenient or terribly scary, depending on your relation-
ship with your neighbor. But, to resolve this problem, the network equip-
ment manufacturers provide software to help guard your system against
unauthorized users. That software requires a separate installation and
configuration process, which must be repeated whenever you add a
computer to your network. It’s quick and easy to install, so be sure to
use it!

Wireless connections for the cable-phobic

Generally, people choose wireless connections because they’re willing to give
up the speed and reliability of Ethernet (or phone line or powerline) to avoid
dealing with cable. This attitude comes from one of two motivations (or, in
some cases, both of two motivations): They don’t want to go through the
effort of pulling cable through the house, or they hate the sight of the cable
because it doesn’t match their decorating scheme. When installing home net-
works, my experience has been that the man of the house loves the “fun” of
pulling cable through the building, and the woman of the house says “ugh,

ugly.”

If you opt for wireless technology, you’ll be working with radio frequency (RF)
communication technology. Some manufacturers offer infrared (IR) network
communication technology devices, but [ don’t recommend them. In fact,
except for the next section that explains why I don’t recommend them, I
won’t mention IR again in this book.

Infrared wireless connections

Infrared (IR) technology works by creating a direct signal, via a light beam,
between computers. Your TV remote control (the frequently used technical
jargon for that device is clicker) uses IR technology; you have a little red
square on the remote control device and a red square on the television set or
cable box. You point one little red square at the other square to use the
device. This means you can’t select a channel using the remote control if
you’re holding it while you’re in the kitchen and the television set is in the
living room.

Computer IR networking works the same way. The infrared connectors must
“see” each other, which limits IR networks to those that have all the comput-
ers in the same room. Also, one computer can’t make a straight-line connec-
tion with two other computers at the same time, so if your network has more
than two computers, you have to buy additional IR hardware devices that col-
lect and bounce the IR signals around the room.
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One problem I've encountered during my tests of IR connections is that
bright sunlight interferes with the signal. You need opaque window coverings
if you want to go with IR connections unless you plan to use your computers
only at night. On top of all of those inconveniences, IR connections are slow.

"Nuff said.

Radio frequency wireless connections

Radio frequency (RF) technology isn’t new; it has been around for a long time.
[ used it when I was a child (many eons ago) for walkie-talkie conversations
with friends in the neighborhood. You probably use it today to open and
close your garage door or to connect windows on upper floors to your house-
hold security system. I used to use it to unlock my car door, but I learned to
hate the beeps, and I set off my car alarm system so often that [ had the
whole system disabled.

Here are some things to consider about RF network connections:

1 They require a network adapter that’s specific to RF technology, which
means the adapter has to be equipped with the devices necessary to
transmit and receive RF signals. Today, all network device manufactur-
ers make RF devices, and the NICs are available for motherboards (you
have to install them in the PCI slots inside the computer), USB ports,
and PC Cards for laptops.

v The RF signals can usually travel about 150 feet, passing through walls,
ceilings, and floors. This distance should be sufficient for most home
network schemes, but the actual distance that you can achieve may vary
from manufacturer to manufacturer. If you need greater distance, you
can often extend the signal by placing a special box called an access
point in a central location.

1 The only things that can stop the RF signal dead in its tracks are metal
and large bodies of water. Although you may think that only means you
can’t use RF technology in your castle with an iron drawbridge and
moat, think again. Putting the computer (with its RF technology device
attached) under a metal desk can interfere with transmission. A wall that
has a lot of metal plumbing pipes can also keep computers from commu-
nicating. The only problem with large bodies of water [ can think of are
those that crop up if you've installed a pond or swimming pool in your
den, or if you're trying to communicate between two submarines or from
an underwater office in a Sea World type of amusement park.

When I was testing RF technology, several manufacturers assured me
that the 150-foot limit applies only indoors and that most RF devices can
achieve far greater distances with no walls or floors in their way. Uh
huh, thanks. I'll appreciate that in the summer when [ move all my com-
puters onto my lawn or take them to a park. And, I've never seen an RF
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network that achieved anywhere near 150 feet of signal; you can count
on about a third of that distance.

»* You may experience interference from cell phones, pagers, home alarm
systems, microwave ovens, and other wireless devices frequently found
in your neighborhood. If those RF devices are properly shielded, how-
ever, you shouldn’t have any problems. The newer RF devices, based
on newer RF technical standards, eliminate a lot of the annoyances of
interference.

v Technically, anyone with a computer equipped with RF technology can
“join” your network without your knowledge. A neighbor or stranger
could come within 150 feet of your house with a laptop, find the right
frequency, and copy any files he finds. For security, some manufacturers
of RF networking kits have built in a clever design feature that slows
malevolent outsiders who are trying to grab your frequency and get into
your system — the frequency changes periodically.

The RF signal that’s sent and received across the network moves up and
down within a given range (the technology is called frequency hopping),
and this happens often enough to make it difficult to latch on to the cur-
rent frequency — as soon as someone gets a bead on it, it moves.

By the way, the idea of frequency hopping for security comes from an
invention and a patent that are credited to composer George Antheil
and actress Hedy Lamarr. (Is anyone besides me old enough to remem-
ber her?)

Frequency hopping also acts as a performance enhancer. The speed
is improved because you're effectively transmitting across a wider
spectrum.

Saving Time, Trouble, and Money
When You Buy Hardware

A slew of manufacturers make the equipment that you need to build your net-
work, and you should make your purchasing decisions with an eye on both
reliability and price.

Throughout the book, I mention some places to go for general research as
you do your homework, as well as some places to buy equipment that I think
provide good prices and service. None of these outlets knows that I'm telling
you about this, so they aren’t paying me any commission or giving me special
treatment in exchange for telling you about them. I'm just one of those people
who can’t resist giving specific advice (which, as all parents know, doesn’t
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work well with children, but [ don’t expect readers to respond with “Oh,
Motherrrrr,” and leave the room). You may discover resources that [ don’t
mention here, and my omission isn’t significant. It just means that I didn’t
know about (or knew about but didn’t remember) that resource.

Doing your homework: Just like
being in school

Making decisions about hardware, cable types, and other networking gizmos
without first doing some homework is foolish. You’re going to live with your
decisions for a long time. In fact, everybody in the household will have to live
with your decisions, so to avoid listening to gripes later, get everyone to help
in the decision-making process. Home networking is a hot topic, and com-
puter experts have been testing technologies and reporting their findings.
Use their expertise to gain knowledge and then discuss your findings with the
rest of the family. You can find reviews of the pros and cons of networking
schemes in the following places:

v Start with any friends, relatives, or neighbors who are computer
geeks. All computer geeks are used to this treatment; people ask us for
free advice at dinner parties, while we're in line at the movie theater, and
almost anywhere else. Do what most people do — call the geek and pre-
tend it’s a social call. Then, after you ask, “How are you?” and before the
geek has a chance to answer that question, ask your technical questions.
(This is how most people interact with their computer-savvy friends.)

1 Paw through newsstands, especially those in bookstores. You can find
an enormous array of computer magazines on the shelves. Look for mag-
azines that fit your situation. For example, a computer magazine named
Programming Tricks for C++ is probably less suitable than Home PC
Magazine. Look for PC World, PC Magazine, and other similar publica-
tions. If the current issue doesn’t have an article on home networking,
check the masthead (the page where all the editors are listed) to see
where you can call or write to ask for specific issues.

1 Search the Internet for articles and advice. Type home networking
into any search box, and you’ll probably find that the number of results
is overwhelming. If that approach seems onerous, try some of these
popular sites that surely have the information you're seeking: www .
pcworld. com, www. zdnet . com, or www.cnet .com. These sites all
have search features, so you can find information easily. They also have
reviews, technical advice, and “best buy” lists.
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Plunking down the money: Tips for buying

After you decide which type of hardware and cabling you want to use for
your home network, you need to buy the stuff. You can buy kits or individual
components, and many people buy both. Your cost should be less than $60
per computer to create your network.

Most manufacturers offer kits, which is a way to buy everything you need at
once. Here are some things to keep in mind before you buy a kit:

1 Most kits are designed for a two-computer network. If you have a third
computer, just buy the additional components individually. Some manu-
facturers make four-computer and five-computer kits.

1 Kits aren’t necessary if one of your computers has a built-in network
adapter. Most computer manufacturers sell computers that are already
set up with network hardware (usually with an Ethernet NIC).

In Table 1-1, I list some reliable manufacturers of networking products.

Table 1-1 Network Connection Manufacturers
Manufacturer Web Site

3Com WWW . 3Com. com

Belkin www .belkin.com

D-Link www.dlink.com

Intel www.intel.com

Intellon www.intellon.com

Linksys www.linksys.com

Netgear www .netgear.com

Even if you buy a kit, you may also have to buy individual components.
Perhaps you have three computers, or maybe one of the Ethernet cables in
the kit isn’t long enough to reach the computer on the second floor. After you
measure the distances, figure out where the available ports are, and do all the
rest of your research, you may find that buying individual components is the
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only approach you can take. A plan that doesn’t match a kit isn’t uncommon,
and kits are really a convenience, not a money-saver. Most people find that
buying individual components costs about the same as buying kits.

Every retail computer store sells hardware components for all types of net-
work connections, and your city or town probably has many small indepen-
dent computer stores in addition to major chains such as CompUSA. Most
appliance retailers (Circuit City, Best Buy, and others) also carry computer
networking equipment, and so do office-supply stores (Staples, Office Max,
and others). Even some of the warehouse outlets carry networking equip-
ment. On the Internet, visit www . cdw. com and www . buy . com to find good
deals on networking hardware.

Be sure you know an online merchant’s return policy before you purchase.
And, be sure that the Web site is secure before you give out your credit
card number. When you'’re on a secure Web site, the address bar displays
https:// instead of http: // (the s is for secure). Furthermore, at the
bottom of your browser window, you should see an icon that looks like a
closed lock.



Chapter 2
Installing Network Adapters

In This Chapter

Hooking up external network adapters
Installing adapters on laptops
Troubleshooting adapters

A fter you decide what type of connection to use (I'm rooting for Ethernet;
I don’t see any reason to compromise on speed and performance), you
need to install the hardware that enables the network connection. This task
must be performed on every computer on the network.

If your computer came with a network adapter, you don’t have to install one
as long as you're using the connection type that adapter is built for. For
example, if your computer has an Ethernet adapter, but you want to have a
wireless network, you have to bypass (ignore) the built-in adapter and install
a wireless adapter.

It’s Okay to Mix and Match NICs

Every computer on your network doesn’t have to have the same type of net-
work interface card (NIC) connection. Although you must use an Ethernet NIC
for all the computers that are being connected with Ethernet cable, you can
use a USB NIC on one computer and an internal NIC in another computer. To
understand this, you have to understand the difference between network
connection type and network device connection types:

v The network connection type is the network wiring type, as in Ethernet,
phone line, wireless, and so on.

v The network device connection type is the way the NIC connects to the
computer. Your choices are internal, USB, and PC Card (for laptops).
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Adding USB Connectors — Easy as Pie

|
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If you purchased a kit or an individual connector that is designed to work

with a Universal Serial Bus (USB) port, installation is a snap. You don’t even

have to turn off the computer. Just push the USB end of the cable into your
USB port (see Figure 2-1).

Cable Connector

Bus Connection

You may decide to add a USB hub to your USB port, especially if you attach

(or intend to attach) several peripheral devices to a computer. USB hubs are
hardware devices that enable you to add USB peripherals when you run out
of USB ports. (Some users have more USB devices than their computers will
support.) The hub holds additional USB ports.

Some hubs plug into an electrical outlet so they provide their own power
instead of grabbing power from the computer, and this is important if your
hub has printers, scanners, or other “power pig” devices. One end of the hub
looks like the regular USB connector, and this end goes into the USB port on
your computer. The other end of the hub is a set of USB connectors that are
waiting to receive connections from USB devices.

If your computer is running when you connect the cable to the USB port, the
operating system notices what you did and immediately displays a message
offering to complete the software side of the installation of your network
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device. That means special driver files that control your use of the device are
automatically set up in your computer (if Windows has built-in drivers for
your device).

Consult the documentation that came with your USB adapter to see if
Windows has the drivers — if not, the package has a CD that contains the dri-
vers, and instructions for installing them are in the package, too.

Installing Laptop Adapters

|
Figure 2-2:
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Why should desktop computers have all the fun? Laptop network adapters
let you add your laptop computer to your home network. Most laptops have
USB ports, so if that’s the method you want to use to connect your laptop to
your network, follow the instructions in the previous section to attach the
USB network adapter.

If your laptop doesn’t have USB ports, or you're already using the USB ports
for other things, you can use a PC Card network adapter, which is sometimes
called a PCMCIA network adapter. (PCMCIA stands for Personal Computer
Memory Card International Association.)

The PC Card is about the size of a credit card. One end of the card is the
external side. That side has a device that provides a connection for the net-
work, in the form of an RJ-45 connector for Ethernet cable. The other end of
the card, the internal side, has a row of 68 tiny holes. By a fortunate coinci-
dence, the back of the PC Card slot in the laptop has 68 tiny pins. An arrow
on the card indicates which way to plug it into the PC Card slot so that the
holes meet the pins inside the slot (see Figure 2-2).

PCMCIA Slots

—

— (Y

PCMCIA Connector
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Push the card into the slot firmly. When the card is fully engaged, a little
button next to the slot pops out — you press the button when you want to
eject the card (the same way a floppy drive works). Your laptop probably has
two PC Card slots, one on top of the other. The slots are usually on the side of
the computer, hidden behind a flip-down cover that protects both slots.

Unless the documentation for your laptop has instructions to the contrary, it
doesn’t matter which slot you use for your adapter.

If you turned off your computer before you inserted the PC Card, when you
restart the computer, Windows notices the new hardware device. Use the
documentation that came with your network adapter as a reference and walk
through the wizard that installs the driver for your PC Card. If you didn’t turn
off the computer, follow the directions in the documentation to install the
drivers.

Troubleshooting Network Adapters

Sometimes adapters don’t work properly (or at all). In this section, I go over
the common adapter problems and their solutions. Some of these problems
may not show up until after you've completed the configuration of your
adapter (covered in Chapter 6). The problems and possible solutions pre-
sented here are for trouble that’s specific to adapters, not general network
communications problems. For example, a failure to communicate may be
the result of incorrect network settings, not the result of a problem with the
physical adapter.

No adapter icon on the taskbar

You can display an icon for your network adapter on the taskbar (on the right
side, where the time appears, which is called the notification area of the
taskbar). The icon is handy because you can click it to open the adapter’s
Properties dialog box (instead of using all the steps required to get to it
through Control Panel). In addition, the taskbar icon displays error messages
when a problem arises and displays reassuring messages when everything is
fine (“Status: Connected”).

Windows Vista permanently plants an icon for your adapter on the taskbar,
but if you're running Windows XP, you may not see one. You can change that
by opening the adapter’s Properties dialog box and selecting the option to
display the icon. Use the following steps to get to the Properties dialog box in
Windows XP:
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1. Choose Start~>Control Panel->Network and Internet
Connections~>Network Connections.

2. Right-click the listing for Local Area Connection and choose
Properties.

The Properties dialog box opens.

3. Select both options at the bottom of the dialog box by clicking the
check boxes to insert check marks (see Figure 2-3).

This action puts an icon on your taskbar and also tells Windows to
display messages above the icon if something is amiss.

- Local Area Connection Properties @E
General | Authentication | Advanced

Connect using:

E® Si5 900-Based PCI Fast Ethemet Ad

E—— This connection uzes the following items:
. El Client for Microsoft Networks
Flgure 2'3: .[_% File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler
Enable the =

. % Intemet Protocol [TCPAP)
taskbaricon

S0 you can [ Install... ] [ Uninstal ] [ Properties
keep an Dezcription
Allaws your computer o access resources on a Microsoft
eye on the netwark.
health
f Show icon in notification area when connected
0 yo ur Matify me when thiz connection has limited or no connectivily
network
connection.
|

4. Click OK.

Two adapter icons?

I get a great many calls and e-mail messages from people who say they have
two adapters listed in Control Panel (and two icons on their taskbars).

If you're using Internet Connection Sharing (ICS) to share a DSL or cable
modem that’s attached to a computer (instead of using a router), the com-
puter that has the modem is supposed to have two adapters. One adapter
is connected to the modem with Ethernet cable, and the other adapter is
connected to the network with the type of wiring you've chosen for your
network.
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If you're not using ICS, you don’t need two adapters, but you probably have
two adapters connected to your computer. This is common when your com-
puter has a built-in adapter (usually Ethernet), and you installed an adapter
for another type of connection (such as wireless). You can disable the
unneeded connection and its icon:

v In Windows Vista, click the taskbar icon and choose Network and
Sharing Center. In the Network and Sharing Center window, click the
View Status button next to the connection you want to disable and then
click Disable.

v+ In Windows XP, click the taskbar icon to open its Status dialog box and
then click Disable.

If you use a PC Card on a laptop that’s displaying two adapters, and you're
absolutely sure there is no built-in adapter, the problem is that you don’t use
the same PC Card slot every time you insert your adapter.

Windows treats each PC Card slot as a unique device, with its own hardware
identification, and it retains information on inserted devices even when
they’re no longer inserted. If you open Device Manager and examine the hard-
ware properties of both adapters, you'll find that one adapter is displaying an
error indicating that it’s not connected (for a wired network) or indicating
that no signal can be found (for a wireless network).

It’s perfectly safe to ignore the duplicate connections because the PC Card
that’s inserted will work properly. If the situation bothers you, just remember
to use the same PC Card slot every time you insert the adapter. Then disable
or remove the other connection by using the directions earlier in this section.

Cable Unplugged error

Your adapter icon may display an error indicating that a network cable is
unplugged. The error may be in a balloon over the taskbar icon (which prob-
ably has a red X on top of it), as shown in Figure 2-4, or in the status message
that’s displayed when you select the adapter in Control Panel.

i) Local Area Connection
A network cable is unplugged.
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Of course, the first thing to do is check the cable connection on the adapter.
Even if the cable appears to be connected, give it a push to make sure it’s
plugged in properly. If that connection is good, check the connection at the
concentrator (hub, switch, or router).

If the connections seem to be okay, move the connector to another port on
the concentrator. Unplug a cable you know is working (because the computer
it’s connected to isn’t displaying an error message), and plug the cable from
the errant computer into that port. If that works, the port is bad on the con-
centrator. A bad port almost always means the concentrator is having a prob-
lem that will soon spread to the other ports (which translates to “you need a
new concentrator”).

If changing the port doesn’t work, change the cable. Run another cable
between the computer and the concentrator. If that works, toss the old cable
in the trash.

If neither of those steps cures the problem, the adapter is probably bad and
needs to be replaced. If your warranty is still in effect, contact the manufac-
turer for a replacement. Otherwise, disable the connection and buy a replace-
ment NIC (make it a USB device so you don’t have to open the computer to
install it).

No Signal Can Be Found error

For a wireless adapter, the error No Signal Can Be Found is the equivalent
of the Ethernet “Cable Unplugged” error. It means the adapter can’t find the
network.

Start by checking around the computer (and its adapter) for interference. Is
the computer near metal (such as a file cabinet) or a cordless phone base
unit? If so, move the computer to see if the adapter can find the signal.

The problem may be distance or interference you can'’t easily see (such as
metal in the walls). To determine if this is your difficulty, try moving the com-
puter into the same room as the access point or router (routers have access
points built in). If the signal is restored, move back toward your original
computer location in small increments. When you lose the signal, you know
you’re past the point of connectivity and you must relocate the computer.

If you can’t get a signal anywhere, and you know the adapter’s settings and
your network configuration are correct, your adapter is probably bad. If it’s
under warranty, arrange for a replacement; otherwise, buy another one (the
good news is that the replacement will be cheaper than the original adapter
because computers and computer peripherals just keep getting cheaper).
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Chapter 3
Installing Ethernet Cable

In This Chapter
Planning the cable runs
Deciding on the location of the concentrator
Running cable around the house

Installing Ethernet network interface cards (NICs) provides only half the

connections needed for computer-to-computer communication. Now you
need to let the NICs communicate with each other. You accomplish this con-
nection via Ethernet cable. In this chapter, I tell you everything you need to
know to connect NICs using Ethernet cable. When you’re finished, you have
the fastest, most reliable network connectivity available.

Ready, Set, Run

The way cable is strung through a building is called a run, and your plan for
running the cable depends on how easily you can string the cable between
the computers and the concentrator. Your run is actually a series of runs
because each computer must be individually attached to the concentrator.
(The concentrator is the device that holds all the connections and provides the
conversation pit for your computers; it can be a hub, a switch, or a router.)

Ethernet cable has many aliases

Ethernet cable comes in many forms, but today’s standard cable for home
networks is CAT-5 or CAT-5e (the e stands for Enhanced). CAT-5 is short for
Category 5 twisted-pair cable. (Categories run from CAT-1 through CAT-6.)

CAT-5 cable is also called twisted-pair cable because the cable’s wires are
twisted along the length of the cable (see Figure 3-1).
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Other terminology used to describe Ethernet cable includes the names
10Base-T and 100Base-T, which are derived as follows:

+* 10 or 100: This part of the name represents the speed of data transmis-
sion in megabits (a megabit is a million bits). Until a few years ago,
10Base-T was the standard, but today, 100Base-T is the lower standard,
and 1000 Mbps (also called gigabit) is becoming popular (and requires
CAT-5e to take advantage of the speed). The Ethernet hardware devices
(NICs, hubs, and switches) are rated for speed; older devices support
10-megabit transmissions, while newer devices support 100-megabit or
1000-megabit transmissions. Most concentrators can auto-detect the
speed of the other hardware on the network and adjust transmission
speed so all the hardware can communicate.

v Base: This stands for baseband signaling, which means that only
Ethernet signals are carried on the cable. Ethernet does not share its
cable bandwidth the way telephone cable and electric cable do.

v T: This code identifies the physical medium that carries the signal as
copper. 100Base-F, for example, is fiber optic cable.

CAT-5 and CAT-5e cable come in two types:

v Unshielded twisted-pair (UTP)
v Shielded twisted-pair (STP)

The difference between the two types is pretty obvious — shielded twisted-
pair cable has a shield. The shield is made of metal and encases the wires,
reducing the possibility of interference from other electrical devices (radar,
radio waves, and so on).
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I'm not aware of a great difference in performance between UTP and STP
cable. UTP is less expensive, and almost all the CAT-5/5e cable in use is UTP.
The only time I've ever installed STP is at client sites in towns that required
STP for certain types of cable runs (for instance, if you're running cable
through a ceiling that also contains other wiring). If you think the building
codes in your town may require STP for the way you’re planning to run your
cable, check with the local authorities.

Both UTP and STP cable are available in fixed lengths, or patches. At either
end of the cable is an RJ/45 connector, which you use to connect the comput-
ers in your network to the concentrator, or hub, of the home network.

Networking consultants buy big rolls of cable, cut each run to the appropri-
ate length, and make their own connectors. That’s more work than running
precut cable lengths that already have connectors attached.

Concerning the concentrator

All the lengths of cable share the same home base, a concentrator, which is
either a hub or a switch (routers have switches built in, so if you're using your
router as a concentrator, you have a switch). Each cable run goes from the
concentrator to a computer (or from a computer to the concentrator,
depending on how you like to envision it).

At each end of a length of cable is a connector called an RJ/45 connector. One
connector attaches to the concentrator, and the other connector attaches to
the NIC in a computer.

When you purchase a concentrator, you have a choice between buying a

hub or a switch. The difference between them is the way they send data to
computers — the switch takes a more intelligent approach. When data is
transmitted across the network, the ID of the target (receiving) computer is
identified within the data packet. A hub ignores the computer ID and sends
the data to all the computers on the network. The computers check the com-
puter ID, and the computer that’s supposed to receive the data accepts it; the
other computers ignore it. However, the hub has to split up the bandwidth to
send the data to all the computers, so the transmission speed to each indi-
vidual computer is reduced. A switch notices which computer ID is the target
of the data transmission and sends the data only to that computer, using all
the available bandwidth for the transmission.

One of the ports on a hub or a switch may differ from the others, although it
looks the same. That port is an uplink port, and you don’t use it to connect a
computer to the hub. Instead, this port has a special use (see the section
“Curing Your Network’s Growing Pains,” later in this chapter). Look for an
icon or label to identify the uplink port, or read the documentation that came
with the hub so that you know which port to avoid.
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The network arrangement shown in Figure 3-2 is called a star topology,
although I'm not sure how that name was developed. Personally, I think the
resemblance to a star is a little obscure. Perhaps wheel spokes is a more accu-
rate description — which would explain the use of the word hub (as in the
hub of a wheel).
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Deciding Where to Put the Concentrator

The concentrator is the core of the network; everything travels to it (and
flows from it). You should place the concentrator in a location that reduces
the amount of cable you need to schlep through the house. For example, a
reasonably logical person can count on the following scenarios:

v If you have two computers on the second floor and one on the first floor,
putting the concentrator on the second floor means you’ll have only one
long cable run.

v~ If all your computers are on one floor, the logical place for the concen-
trator is at a midpoint among all the computers.

v~ If the same number of computers are on the first floor as are on the
second floor, find a location that’s as close as possible to being equidis-
tant from each computer.
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Where you decide to locate the concentrator requires a couple of other
important considerations, so logical thinking doesn’t always work (much like
applying logical thinking to politics or economic theories, or to guessing
what “that look” on your spouse’s face really means). The following sections
help you work through the not-so-logical considerations you need to take
into account.

Concentrators are environmentally fussy

Concentrators have some environmental requirements, and if you don’t
cater to them, your concentrator will probably get sick and may even die.
To ensure that your concentrator is in the correct environment, do the
following:

v Provide good air quality. After you connect the cables, you don’t have
to manage the concentrator — no baby-sitting is required. That means
you can tuck it away somewhere, but you must provide a dry (not
humid), dust-free environment.

1 Avoid covering the concentrator. Don’t place it in a drawer, and don’t
wrap it in plastic to avoid dust — it needs circulating air to prevent
overheating.

v Avoid excessive heat. Keep the concentrator away from direct sunlight,
radiators, heaters, and any other heat sources.

v Avoid proximity to other electrical devices. Don’t put the concentrator
next to fluorescent lights, radios, or transmitting equipment.

Concentrators are innately powerless

Ethernet concentrators require electrical power, so they must be located
near an electrical outlet. Unless you want to do some fancy electrical work
(or you don’t mind the cable(s) keeping you from closing the closet door all
the way), a closet — which otherwise would be a great location to hide a con-
centrator — won’t work because there is usually no electrical outlet nearby.

Keep your concentrator plugged into a surge protector. Plug the surge protec-
tor into a wall outlet and then plug the concentrator into the surge protector.

Surges travel rapidly through cable, and when they do, they zap everything in
the cable’s path. A good surge can take out every NIC on the network. A really
strong surge can push the damage past the NIC and fry the computer’s mother-
board. (Remember, every NIC is connected to the cable, and every NIC is also
connected to its motherboard.)
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Distance Depends on What
Vou Choose to Measure

Your cable run has to connect every computer to the concentrator, but you
can only buy patch cable in specific lengths. The longer the cable, the more
you pay. Ethernet networking kits have one piece of cable for each connector
in the kit, and each piece of cable is the same length (usually 20 or 25 feet).
Given these facts, the word epicenter becomes meaningless. For example, if
the midpoint between two computers is a distance of 28 feet, and you have
two 25-foot lengths of cable, put the concentrator within 25 feet of one com-
puter so that you only have to buy one longer cable.

Cable doesn’t run from the concentrator to a computer in a straight line. It
runs along baseboards, through walls, across ceilings, and sometimes even
runs along all of these conduits. You can’t really measure the amount of cable
you’ll need between the concentrator and a computer with an “as the crow
flies” mentality. The only way to measure properly (and therefore buy the
right cable lengths) is to read the sections on running cable later in this chap-
ter. Then, depending on the way you run your cable, you’ll have an idea of
the length of cable you’ll need to connect each computer to the concentrator.

The maximum length of a single Ethernet cable run is 100 meters, which is
about 328 feet. After that, the data transfer rate degrades or disappears.

You may have to account for traveling up walls as well as placing the cable
across walls, ceilings, or floors. And of course, don’t make your measure-
ments too fine — you need to account for some slack. After all, why would
you want the cable to come out of the wall in a straight line to the computer?
You would have to leap over the cable to cross the room.

In the end, what you’re looking for is a location for the concentrator that
requires as few very long cable lengths as possible. Make these considerations:

* You're most likely to end up with a concentrator that is very near two
computers while being very far from the third computer. In the long run
(yeah, the pun was intended), you’ll end up saving money, time, and
hassle if you accept this fact right now.

v Find a way to position the concentrator near the conduit you're using
for the cable run (you may decide to run cable through a wall or a ceil-
ing, or along baseboards). If the cables from all your computers come
out of a wall, put the concentrator very close to the wall to avoid the
need for longer cables. Some concentrators come with devices that
permit wall mounting so that the concentrator doesn’t take up table or
shelf space.
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Be careful about the way you handle cable as you run it through the chase.
(A chase is the opening through which you place the cable, like inside a wall,
in a hollow space above the ceiling, or along the baseboards of a room.) Keep
the following tips in mind:

v The bigger the hole (within reason), the better. When you drill holes to
run cable between rooms or floors, make the holes slightly larger than
the connector at the end of the cable. Connectors are delicate, so you
don’t want to force-feed them through small openings.

1 Keep everything neat, just like your mother taught you. When you run
cable from the entry point in the room (the entrance hole) to the com-
puter, snake the run along the baseboard or the top of the quarter round
until you're close to the computer. Keeping the cable tucked off to the
side helps to ensure that no one trips over the cable.

+ Be nice to the cable. Avoid bending cable at a sharp angle. If you have
to run the cable around a corner, don’t pull it taut.

1+ When in doubt, staple like a madman. You can use cable staples, which
are U-shaped nails that act like staples, to attach cable to a surface. Use
cable staples that are large enough to surround the cable — do not
insert them into the cable.

v Use an artist’s touch. You can paint the cable to match your baseboard
or wall, but don’t paint the concentrator.

Connecting two patch cables

If you need a longer piece of cable, you can connect two pieces of patch cable
with a coupler. A coupler is a small plastic device with two receptacles (one at
each end) that accept RJ-45 connectors — you end a cable run in one recep-
tacle and begin the next piece of cable in the other receptacle. This works
just like the similar extension device for telephone lines.

Couplers don’t have a terrific history of reliability. Frequently, when you
encounter problems with computer-to-computer communication, the blame
falls on these connections. Never put a coupler inside a wall or in any other
location that’s hard to reach because you need easy access to the coupler if
you have to check or replace the connection. The best plan is to use a cou-
pler as a temporary solution while you wait for delivery of a custom-made
patch cable that’s the correct length.

Even though couplers work similarly to telephone-extension devices, do not
use a telephone coupler for your computer cable.
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Making your own patch cables

If you know you have a big networking job ahead of you, you can save a lot of
money by making your own patch cables. You can make your own by taking
CAT-5/5e cable, cutting the right length, and attaching an RJ-45 connector to
each end. This process is rather easy — I can barely change a light bulb, but
I've been making my own cable connectors for years. To make your own
patch cables, you need cable, RJ-45 connectors, a wire stripper, and a
crimper to seat the connection properly.

You can buy bulk cable inexpensively — a 300-foot roll of cable costs about
the same as two 50-foot patch cables. If you buy a larger roll of bulk cable, the
price per foot is even lower (sell what you don’t use to a neighbor who is
installing a home network).

The RJ-45 connectors cost a few pennies each, but you'll probably have to
buy at least a 20-pack — I've never seen them sold individually. Buying a
crimper should set you back less than $100, and a wire stripper costs a few
dollars.

Of course, you can make your investment in these supplies pay off by hiring
yourself out to install cabled networks for your friends and neighbors.

To make a patch cable, follow these steps:

1. Cut the length of cable you need.

Don'’t forget to account for climbing up or down walls, running along
baseboards, and allowing slack.

2. Use the stripper to remove about half an inch of insulation from the
end of the cable.

3. Push the wires into the holes on the RJ-45 connector.
You'll find they slide in easily.

4. Position the crimper where the wires meet the connector and press
firmly.

Most crimpers come with instructions, including illustrations, to explain
exactly how to crimp the connector. Most crimpers can handle a variety
of connector sizes (for example, your crimper can also probably make
regular telephone wire connectors, called RJ/11 connectors), so make
sure you use the position marked for RJ-45 connectors.

5. Repeat Steps 2 through 4 for the other end of the cable.
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The Chase Is On: Running the Cable

The permutations and combinations of runs depend on the physical layout of
your home, of course, but the ideal way to run cable in your home is to find a
way to lay the cable in a straight line between the concentrator and each
computer on the network. Sounds easy, doesn’t it? Good luck! The opening
through which you wind and wend the cable is called a chase. The chase may
be inside a wall, in a hollow space above the ceiling, along the baseboards of
a room, or in a combination of these opportunities. If you're lucky, you can
find a straight-line chase between the concentrator and each computer.

Cabling within a room

If you put the concentrator in the same room as one of the computers (or if
all the computers on your network are in the same room), you don’t need to
drill holes in walls or floors. Put the concentrator next to one computer.
Connect the closest computer to the concentrator with a short length of
cable. Then run a longer piece of cable from the concentrator to the other
computer(s). Run the cable along the baseboard, not across the floor.

Cabling between adjacent rooms

Cabling your network is easy if your computers are located in adjacent rooms
on the same floor because you only have to drill one hole between the rooms.
Put the concentrator in one room and run one length of cable between the
concentrator and the computer. Run another section of cable through the
wall to the computer in the other room. You need to drill only one hole, as
shown in Figure 3-3.

Cabling between nonadjacent
rooms on the same floor

If your computers are on the same floor but aren’t in adjacent rooms, you
need to do a bit more work. The most direct and efficient cabling route is a
chase along your home’s beams. Most houses have beams between floors
that run straight through the house, either from front to back, side to side, or
both. You can usually expect a clear chase from one end to the other.

The logical way to access the chase is to drill a hole in the ceiling or floor
(depending on whether the chase is above or below the level you're
working on).
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Keeping your drill holes in the closet

Wiring through closets is a great way to hide the side effects of cabling. If you
have a closet in every room that holds a computer, you're in great shape. It’s
less important to clean up the hole and touch up the paint when you work in
a closet, unless you're some kind of decorating fanatic. If every room doesn’t
have a closet, don’t worry — you can still confine the cabling to the corners
of the room.

Drill a hole in the closet ceiling or floor of each room that holds a computer
(one room also holds the concentrator). Choose between the ceiling or the
floor, depending on the location of the chase.

Bring the cable through the chase to each computer. You can use a fish
(a tool specially designed for fishing cable that is sold in hardware stores) or
a wire coat hanger you've untwisted (the hook at the end grabs the cable).
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Of course, a portion of the cable has to run between the closet and the
computer or concentrator. If you have enough clearance under the closet
door, run the cable under the door and then attach it to the baseboard with
U-shaped staples as it moves toward the computers. If you have no clearance
under the closet door, drill a hole in the bottom of the doorjamb to bring the
cable into the room.

Cable that’s all walled up

For any room that lacks a closet, bring the cable into the room from the
chase at a corner. If the cable enters the room through the ceiling from

the chase above, bring the cable down the seam of the walls that create the
corner (and paint the cable to match the wall). Then run the cable along the
baseboard to the computer. If the cable enters the room through the floor
from the chase below, run the cable along the baseboard to the computer.

Here are a couple of other schemes to consider if all your computers are on
the same floor:

v If your computers are on the second floor, run the cable across the attic
floor (or crawlspace above the second floor). Then you can drop the
cable down a corner to each computer.

v If your computers are on the first floor, run the cable across the base-
ment ceiling (or crawlspace). Then you can snake the cable up to each
computer.

Cabling between Floors

If your computers are on different floors, you have more work to do. You
need additional cable because your cable length measurement must include
the height of the room in addition to the horizontal length required to reach
the computer. Here are some tips on what to do if you have a multilevel home
network on your hands:

1 Basement/second-floor room arrangement: If you have one computer
in the basement and another on the second floor, you need sufficient
cable length to make the trip to the concentrator. Putting the concentra-
tor on the first floor instead of next to one computer may be easier
because you may have a problem finding cable that’s long enough to
span from the basement to the second floor.

v Stacked room arrangement: If the rooms are stacked one above the
other, you can run the cable through the inside of the walls, near a
corner. Use openings around accessible radiators and pipes, and use
stacked closets when you can. If the stacked rooms occupy three levels,
put the concentrator in the middle level. If you're moving between two
floors, put the concentrator on either floor.
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v Kitty-corner room arrangement: If the rooms are on opposite ends of

the house, in addition to being on different floors (as far away from each
other as humanly possible), you have to use both walls (or closets) and
ceilings. For the vertical runs, use any openings around pipes that are
available (houses with radiators usually have lots of space next to pipe
runs). If no pipes are available, use the inside of the wall. For the hori-
zontal runs, find a chase above or below the room.

Now, here are some bonus tips to help you run cable across multiple levels:

1 Use gravity to your advantage. After you drill your holes and find the

space in the wall or next to a pipe, work from the top down. Put a weight
on the end of a sturdy piece of twine and drop it to the lower floor. Then
tape the cable to the twine and haul the cable up. This way is much
easier than pushing the cable up through the walls and using a fish to
grab it from the top.

v Use ducts if you can. You can also use HVAC (heating, ventilation, and

air conditioning) ducts, but you should be aware that many municipali-
ties have strict rules about this choice. Some building codes forbid using
HVAC ducts to run cable of any type; other building codes just set stan-
dards. The advantage of using HVAC ducts is that they go into every
room, and they’re usually rather wide. The disadvantage is that they
rarely travel in a straight line, so you may have to run cable through sev-
eral rooms to connect a computer to the concentrator. Never enter the
duct system by drilling a hole. You must use existing entry and exit
points, usually through the grate over the point at which the duct meets
the wall.

1 Network everything. Haul some electrical wire, regular telephone cable,

and stereo speaker wire through the walls when you run your network
cable. Later, if you want your electrician to add outlets for all the com-
puter peripherals you’ll probably accumulate, you want to add a phone
jack, or you want to add speakers, most of the work is already done. In
fact, if you bring several telephone wires along, you have a head start for
installing a home security system or a home intercom system. If you
think you’ll be adding more computers in the future, haul extra lengths
of Ethernet cable.

1 Consider getting more than one concentrator. If you have a large

amount of space to cover, you may actually save money on cable, not to
mention saving yourself some trouble, if you use more than one concen-
trator. And you’ll have a head start if you decide to add computers to
your home network later. See the section, “Getting into the Zone,” later
in this chapter, for more information.
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Beauty Is in the Eye of the Decorator
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After you finish all the cabling, and the computers are connected to the con-
centrator, an interesting thing occurs in many households. The person in the
household who cares most about the décor (usually Mom) walks around the
house muttering sentences in which the word ugly frequently occurs.
Teenage daughters look at the new high-tech system you installed and react
with comments like “Gross!” (Teenage sons don’t seem to notice.)

Somebody, perhaps a guest (if not a member of the family), eventually
remarks, “We have a network at work, and we don’t have holes in the wall
that exude cable, and we don’t have cable crawling along the floor or the
baseboard.”

Professional network installers use accessories to make the hardware
decorator-friendly, and there’s no reason you can’t put the same finishing
touches on your system. An added benefit is that some of the accessories
also make the installation safer, removing cable from places that may cause
someone to trip.

Adding cable faceplates

If you run cable through walls, you can end the cable run at the wall using an
Ethernet socket that’s attached to the wall with a faceplate, as shown in
Figure 3-4. Then, you just need to run a small piece of cable from the com-
puter to the faceplate. You can buy multi-outlet faceplates, which you’ll need
in the room that contains the concentrator.

)

Cable faceplate

\@
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To use a faceplate to create an Ethernet socket, pull the cable through the
hole in the wall and use a cable stripper to remove about an inch of insula-
tion from the cable. If the cable is a patch cable, cut off the connector first.
Then insert the wires into the socket and push against the socket to seal the
connection (these are similar to electrical connections that just snap into
place). Attach the socket to the faceplate and attach the faceplate to the wall
(pushing the wires back into the wall). A punch down tool helps solidify the
connection between the line and the wall jack.

Using floor cable covers

In any networking situation, a certain amount of cable is exposed because
you have to run cable between the wall and the NIC in the computer. The best
way to hide as much cable as possible is to put the computer desk against
the wall at the point where the cable exits the wall. If that solution isn’t possi-
ble, cover the cable that runs between the wall and the computer. Floor cable
covers can help make your network installation less ugly and can also pro-
vide safety by eliminating the chance of tripping over the cable.

Floor cable covers come in two models: covers that lie atop the cable and
covers that hold the cable in a channel (see Figure 3-5). Both cover types pro-
vide several advantages over loose cable:

1 Cable covers hug the ground and don’t move. You can’t accidentally
nudge them up into the air as you walk and then trip over the loop you
created (which is what frequently happens with Ethernet cable).

1 Cable covers are wide. And the slope to the top of the cover is very
gentle, which lessens the chance that you'll trip.

+* You can use cable covers under a rug. Don’t run cable under a rug with-
out a cover, because the rubbing of the underside of the rug against the
cable can weaken or break the cable’s insulation jacket.

Most floor covers are made of plastic or rubber. You can paint the plastic
covers, but I find that paint wears away quickly on rubber. If you're running
the covers over a carpet, you can even glue carpet strips to the top of the
cover, which may help hide the fact that your family room is crawling with
cable.
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Curing Your Network’s Growing Pains

You can be almost certain that your home network will grow — you’ll add
more computers. (Read how to run cable from the new computer to the con-
centrator in the section, “The Chase Is On: Running the Cable,” earlier in this
chapter.) But what happens if you run out of concentrator connections? If
you start your home network with a kit built for two computers, where do
you plug in additional computers?

You have two solutions:

v Buy a larger concentrator (and sell the original concentrator to a friend
who’s building a home network).

v Buy another small concentrator and link it to the first concentrator.
You shouldn’t need any instructions for carrying out the first solution.

The second solution, however, requires a little bit of homework — you need
to read the instructions that came with both concentrators to understand
how to link them. Every concentrator has an uplink port, which is designed
specifically to connect one concentrator to another concentrator, instead of
connecting a computer to a concentrator. (Notice that a concentrator that’s
meant to accommodate four computers has five ports.) Before you use an
uplink port, here’s what you need to know:

1 Where the uplink port is: The uplink port is always at the end of the
row of ports (usually next to the place where the power cord goes).

1 What the uplink port looks like: Notice that the uplink port is usually
marked differently from the other ports, either with an icon (the other
ports have no icons) or with the word uplink. (If nothing is visible, check
the documentation that came with the hub.)
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Figure 3-6:
Add another
concen-
trator when
you outgrow
the first one.
|

1 What kind of cable you need to hook up two hubs: Sometimes you
need to use a crossover cable when you connect two hubs through their
uplink ports. You can buy this special cable from the same places that
you can purchase regular Ethernet patch cable. Many concentrator man-
ufacturers have a toggle switch to change between regular and crossed
cable. Some manufacturers have uplink ports that automatically detect
the type of cable and make internal adjustments to make sure that patch
cable works the same as a crossover cable. Read the documentation
that came with your concentrator.

Run cable from the new computer(s) to the new concentrator and connect
the old concentrator to the new one via the uplink port (or the other way
around). Read the documentation for both concentrators to see whether
you need to use a crossover cable and also to see whether the connection
from the uplink port goes into a regular port or into the other uplink port.
Figure 3-6 illustrates a network with two concentrators.
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Concentrator
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Chapter 3: Installing Ethernet Cable

Don’t add another router

If one of your concentrators is a router, when
you outgrow the number of ports, don’t buy
another router; instead, buy a switch. Use one
of the router’s ports to connect the switch using
Ethernet cable. Remember that one of the
router’s ports is dedicated to the connection to
your broadband modem, so don’t touch the
cable in that port.

the router has ports, buy a large switch (such as
an 8-port or 16-port switch). Connect all of the
computers to the switch and then connect the
switch to the router. You can use the extra ports
on the switch in the future to add more comput-
ers, or to add one of those nifty Network
Storage Drives (very large hard drives that con-
nect directly to a switch as if they were another
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computer on the network). These are handy

TSR BEIGIETES NCNSTANC SRR EY devices for storing backups or media files.

the fact that you've outgrown your concentra-
tor is the result of adding more computers than

Getting into the Zone

You can gain advantages from linked concentrators, even if one concentrator
has enough ports for all the computers on your network. The concept is
called zoning, and you can zone your network to make cabling easier.

For example, consider that you have two widely separated computers on the
first floor. One computer is in the family room at the front of the house, and
the other computer is in the kitchen at the back of the house. You have two
computers on the second floor, also at opposite ends of the house.

You can place a single concentrator in the family room and run cable across
the first floor to the kitchen computer. Then you can run cable through the
wall to the computer on the second floor at the front of the house. Finally,
you can run cable through the wall and across the house to the computer on
the second floor at the back of the house, but doesn’t that seem like a lot of
cable?

Instead, create zones for your network. For example, you can put two concen-
trators in the basement or in the attic. Place one near the front of the house
and one near the back of the house. Drop the cables from two computers to
each concentrator. Then link the concentrators to each other. Because you're
using the attic or basement (where beauty doesn’t count as much), you can
string the cable across rafters, using hooks or duct tape. As you can see in
Figure 3-7, zoning is logical and easy and provides for network growth.
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Figure 3-7:
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Chapter 4

Using Wires That Are
Already There

In This Chapter

Installing a phoneline network

Using your power lines to create a network

Slppose you don’t want to drill holes, climb into the attic, or slither
through the crawlspace to drag Ethernet cable through the house. Or
suppose you do, but the chief decorator in your house objects strongly.

What can you do to get the reliability and easy setup of hard-wired computer
networks?

[ have the answer. (Of course [ do. What author would pose a question if she
didn’t already know the answer?) You can set up your home networking
wiring with wires that already exist in your home — phone and power lines.
This chapter covers the instructions that you need to connect all your com-
puters by using the existing cable in your home.

One Standard, Indivisible, with
Liberty and Networking for All

Technical standards are usually developed by groups of manufacturers

who come together to form an association for the specific reason of setting
standards. Eventually, if enough manufacturers adopt the standards, all the
other manufacturers have no choice but to use the new standards. It usually
doesn’t take long for standards to become universal, global, and totally
accepted. At that point, most of the nonstandard stuff disappears from
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store shelves, and you can feel safe when you shop. (The most dramatic
evidence of this is the history of videotape equipment for home use —
although you may not be old enough to know people who rushed out to
buy Beta equipment and movies on Beta tapes. Beta was introduced first,
but VHS won the standards battle.)

If you buy networking equipment that meets standards, no matter what man-
ufacturer’s networking hardware you buy, it’s going to work with anything
else you buy. To check on the manufacturers of the equipment that you need
to buy, you need to know about the following standards:

v Telephone line technology (called phoneline networking) has been
standardized by the Home Phoneline Networking Alliance (www . home

pna.org).

v The HomePlug Powerline Alliance (www . homeplug.org) sets standards
for network devices that use household electrical wires.

Manufacturers that are members of these organizations usually have a state-
ment to that effect on their equipment boxes. Their Web sites state that they
are members of, or subscribe to the standards developed by, these organiza-
tions. Don’t buy equipment that doesn’t reference these organizations.

Tapping into Phone Lines
to Connect a Network

If you’'ve chosen to install a phoneline network, you have some easy home-
work tasks. You need to make sure you get the fastest possible speed for
transmitting data across the network. The first version of phoneline equip-
ment, dubbed HomePNA Version 1.0, transferred data at the rate of 1 megabit
per second (1 Mbps). Then, phoneline equipment designed for HomePNA
Version 2.0 became available, operating at about 10 Mbps. As I write this,
manufacturers have begun making plans for equipment based on the stan-
dards for HomePNA Version 3.0, which transfers data at the rate of 128 Mbps.

For phoneline networking, adapters are available in the form of Universal
Serial Bus (USB) network adapters, as well as PC Card network adapters for
laptops. At this point, you should already have installed the phoneline net-
work adapters on the computers. If you haven’t, page back to Chapter 2 for
installation instructions.
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Whose line is it, anyway?

The telephone lines that run through your walls
have a great deal more power than you need for
POTS, which is the technical jargon for plain old
telephone service. The multiple wires that are
inside telephone cables don't all use the same
frequency. The wires that provide POTS have
one frequency, but other wires use other fre-
quencies. The technical terminology for this is
Frequency Division Multiplexing (FDM). The dif-
ferent frequencies are described as follows:

v~ The POTS frequency services telephones,
fax machines, and modems. Because all of
these devices share the same frequency,
you can't receive telephone calls when
you're connected to the Internet via a
modem.

v~ Adifferent frequency is available for special
devices that provide high-speed Internet
access, such as digital subscriber line (DSL)
and Integrated Services Digital Network

(ISDN) devices, enabling you to use a
high-speed device and a POTS device
simultaneously.

v The hardware in your telephone line net-
work uses still another frequency to com-
municate among all the computers on your
network. POTS and high-speed Internet
connection devices continue to operate on
their own frequencies and are therefore
available to you.

You don't have to worry about which frequency
any service or device is using; the network
devices and telephone wires automatically
know which frequency to use. The only thing
you have to do to ensure that your home net-
work operates properly is to connect all the
computers to the same telephone number
(which isn't a problem unless you have two or
more telephone numbers in your home).
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The phone jacks that you use to create your network must all be on the same
telephone line. If you have multiple phone numbers in your house, be careful
to use only the jacks that are connected to the same phone number. If your
house is wired for a second telephone line, but you haven’t had the tele-
phone company activate the line with a telephone number (or you cancelled
that telephone line in favor of cell phones, but the wiring still exists), you can
use the jacks that are attached to this inactive line for home networking.
That’s because all you need for home networking is the copper wire, and the
absence of dial tone is totally irrelevant.

Now it’s time to connect the computers so that they can “talk” to each other.
To create your phoneline network, just put one end of a regular telephone
cable into the network adapter on the computer and put the other end of the
telephone cable into the wall jack.
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Okay, you're done. You now have a network. Well, you have to install the soft-
ware drivers (the documentation that came with your adapters has instruc-
tions, and Chapter 6 of this book discusses installation of drivers), but the
hardware stuff is done.

Where do 1 plug in phones?

Hello? What? It’s not that simple in your house? Oh, I see; you actually want
to use a telephone in at least one of the rooms that has a computer. And you
want to use a modem and a fax machine?

Don’t worry. Your phone line can handle as many devices as it has frequen-
cies. What you have to do is to gang, or join, multiple devices so that each
device is individually accessible. Each device has to be connected to the tele-
phone line, and I go through the options in the following sections.

Ganging the network and the telephone

Your phoneline network adapter has two jacks; one is labeled line (meaning
the wall jack) and the other is labeled phone. The labels may use slightly dif-
ferent wording or may use icons instead of text, but it’s not difficult to figure
out which jack is for which purpose.

Use the line jack on the phoneline network adapter to connect the computer
to the wall jack using standard telephone cable (which was probably included
in the package that contained your phoneline network adapter). Then, plug a
telephone into the other jack on the network adapter. Incidentally, on occa-
sion, I've inadvertently put the connections in the other way around, connect-
ing the phone jack to the wall and the line jack to the telephone — and it all
worked! I suspect the wiring is identical in both jacks, but as these devices get
more powerful (and more complicated), some day you may have a network
adapter in which the labels on the jacks do matter.

You could instead use your wall jack for two devices at the same time by plug-
ging a modular duplex jack (commonly called a splitter) into the wall recepta-
cle. The splitter, which you can buy at the supermarket or at an office-supply
store, has a standard RJ-11 plug at the front, just like telephone cable. The
back end has two RJ-11 receptacles, into which you can plug two devices. Use
one receptacle for cable coming from the telephone and the other for cable
coming from the phoneline network adapter on your computer.
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Ganging the network, the telephone,
and an external modem

If you have an external modem and you also want to have a telephone near
the computer that’s using the wall jack for network communications, you can
easily gang the three devices. All external modems have two RJ-11 recepta-
cles. One receptacle is for the cable that goes from the modem to the wall
jack, and one receptacle accepts cable from the telephone. The receptacles
are marked, usually with icons (one icon looks like a wall jack, and the other
looks like a telephone). If your modem doesn’t have icons, it has labels — line
and phone.

Follow these steps to gang the network, telephone, and an external modem:

1. Plug a splitter into the wall jack.
2. Insert the cable from your computer NIC into one side of the splitter.

3. Insert the cable from the external modem'’s line receptacle into the
other side of the splitter.

4. Plug the cable from the telephone into the telephone receptacle on
the modem.

You probably figured out that this gang arrangement means that the external
modem and the telephone don’t have their own individual access to the wall
jack. A gang arrangement isn’t just sharing; it’s a highly exclusive, fickle mar-
riage. The modem and telephone are both POTS devices that can’t operate
simultaneously anyway. (I explain POTS in the sidebar, “Whose line is it,
anyway?,” earlier in this chapter).

You can’t use the modem and the phone line at the same time (and that’s true
even if you weren’t using your telephone lines for networking). If you pick up
the telephone while you're using the modem, you don’t hear a dial tone.
Instead, you hear a lot of strange whistling and beeping noises called white
noise. (In addition, picking up the phone disrupts the modem communica-
tion, so hopefully you aren’t downloading an important file at that moment.)
Anyone calling your house hears a busy signal, so you won’t hear the phone
ring when you’re online, either. When you're not using the modem, you can
use the telephone normally, even though it isn’t plugged directly into the
wall. The modem’s connection to the wall jack provides a pass-through con-
nection to the telephone line.
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Ganging the network, the telephone,
and an internal modem

If your computer has an internal modem, the part of the modem that you
access at the back of your computer probably includes two receptacles —
one for the telephone line and one for a telephone (just like an external
modem). Follow the instructions for ganging the network, the telephone, and
an external modem in the preceding section.

However, if your internal modem doesn’t have a receptacle for the telephone,
or if you're using a PC Card modem on a laptop, you must arrange the gang a

bit differently. In fact, you have some choices about how all the devices get to
the wall jack. Follow these steps:

1. Put a splitter in the wall jack and insert the cable from the telephone
into one receptacle.

2. Join the cables coming out of the NIC and the internal modem.

You can choose one of the following methods, which also are shown in
Figure 4-1:

A. Use a Y-connector (conveniently, it looks like a capital Y), which
accepts both of the RJ-11 connectors (one from the modem and
one from the NIC) on one end. Insert the RJ-11 connector (at the
other end of the Y-connector) into the empty side of the splitter.

B. Use a splitter to accept both RJ-11 connections, and then plug the
splitter into the empty side of the splitter that’s in the wall jack.

C. Use a splitter to accept both RJ-11 connections, and then plug the
splitter into a length of telephone cable that has a receptacle at
one end and an RJ-11 connection at the other end.

D. Use a splitter to accept both RJ-11 connections and then plug the
splitter into a connector that has a receptacle at each end. Then
run cable between the connector and the splitter in the wall jack.

If you're using a USB or PC Card network adapter, the principle is the same —
just substitute your adapter for the NIC shown in Figure 4-1.
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Figure 4-1:
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Too many computers, not enough
phone jacks?

Perhaps you have two computers in the same room, but the room has only
one phone jack. Maybe you have two computers, each one in its own room,
but one of those rooms lacks a phone jack. Relax; it’s easy to solve these
problems.

If two computers are in the same room, connect one computer to the wall jack
and connect the other computer to the second jack in the first computer’s net-
work adapter. This is called a daisy chain, and it puts both computers on the
network. If the computers are in separate rooms, you have to run telephone
cable between them. This is easier to do if the rooms are adjacent, but you
can buy very long lengths of telephone cable, which means that you can prob-
ably connect two computers that are 50 feet apart or more. If you want to hide
the cable or connect two computers on separate floors, Chapter 3 (which is all
about cabling a house for an Ethernet network) is filled with information and
tips about getting cable from one place to another in your home.

In fact, you can use the daisy chain approach to attach your whole network
to one wall jack, connecting the first computer to the wall jack, connecting
the second computer to the other jack in the first computer’s network
adapter, connecting the third computer to the other jack in the second com-
puter’s network adapter, and so on. This frees all the other wall jacks in your
house for telephones, modems, and fax machines. A phoneline daisy chain
can accommodate up to 25 computers. However, no two computers on the
chain can be more than 1,000 feet apart (which shouldn’t be a problem, even
if you're living in a mansion).

Phoneline networks and DSL service

You can use your phoneline network even if you've chosen to use a digital
subscriber line (DSL) modem for Internet access, as long as the DSL service is
residential and not business class. Residential DSL is also called asynchronous
DSL (ADSL), while business-class DSL service is synchronous (SDSL). The dif-
ference between the two classes of service is the upload speed. ADSL offers
fast download speed (when you open a Web page or collect your e-mail,
you're downloading) and slower upload speed (when you send files to a
server on the Internet or send e-mail, you're uploading). Businesses that need
to maintain Web sites use SDSL because they can upload new files and graph-
ics quickly and because SDSL comes with specific IP addresses for their Web
servers. In addition, ADSL runs on your existing telephone lines, while SDSL
requires the telephone company to bring a separate line into your house.
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Even though ADSL uses a different frequency from POTS and computer net-
working, most DSL providers tell you to put a filtering device on your tele-
phone line to avoid the possibility of interference. These devices are
variously referred to as filters, microfilters, or microsplitters, and they are
plugged into a wall jack. Do not plug the cable from your network adapter
into a filter. Remove the filter, plug in the cable, and then attach the tele-
phone to the second jack on your network adapter. You can use the filter on
any wall jack that only has a POTS connection (telephone, fax, or answering
machine).

Incidentally, the filter doesn’t protect your POTS connections from problems
introduced by the DSL connection — it’s the other way around. Phoneline
technology for POTS is primitive compared to the way technology has
learned to use the wires in phone lines in recent years. The filters protect
your DSL signal so the less advanced POTS communications can’t interfere
with your Internet access.

Sharing an Internet connection
on a phoneline network

Chapter 7 describes the steps required for setting up your Internet connec-
tion so that all the computers on the network can share the connection.
However, for each networking connection type (Ethernet, phoneline, power-
line, or wireless), you must bear in mind, and contend with, specific consider-
ations. In this section, I present an overview of those considerations for
phoneline networks.

For any connection type, the technical challenge is to connect the network to
the Internet device. If the Internet device uses the same type of wiring,
there’s no problem. If the Internet device uses a different type of wiring, you
have to get from here (your network) to there (the Internet device).

If your Internet device is a telephone modem that’s attached to one of the
computers on your network, then, by default, your Internet device is using
the same type of wiring as your network. Read Chapter 7 to find out how to
set up Internet Connection Sharing.

If your Internet device is a DSL/cable modem that is using an Ethernet con-
nection, you get from here (phoneline) to there (Ethernet) by using a bridge.
Because bridges cross chasms, that’s an apt name for the device, isn’t it? A
network bridge is a device that sits in the middle between two topologies.
The bridge has at least one connector that matches the network wiring (let’s
call it the on ramp) and at least one connector (the off ramp) that matches
the wiring of the Internet connection device.
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Phoneline bridges have multiple connectors (ports), and the number of con-
nectors varies by manufacturer. All the connectors look the same, so you
have to pay attention to the labels.

At least one port is an RJ-11 (telephone line) port that lets the bridge connect
to your network. The port may be labeled phoneline, wall, or HPNA. Connect
telephone cable (which is probably included with the bridge) from this port
to a wall jack or to the second jack on any network adapter. This connects
your bridge to your network. If a second RJ-11 port exists, it’s probably
labeled phone, and you can use that to connect a telephone, modem, or fax
machine to the network.

To connect the bridge to your Ethernet modem, look for a port labeled LAN,
Uplink, or Ethernet. This is an RJ-45 connector. Connect that port to your
modem using Ethernet CAT-5/5e cable (which is probably included with the
bridge). If there’s a second RJ-45 port on the bridge, it’s to connect the bridge
to an Ethernet hub, bridging two networks (one phoneline and one Ethernet).
You need this port only if you’re connecting two disparate networks in your
home. For instance, the computers on the first floor may be connected by
Ethernet, but when you added a computer or multiple computers to the
second floor, you decided not to run Ethernet cable upstairs. Run one length
of cable from the first floor to the bridge, and the two networks are connected!

If your Internet connection device is DSL, there’s good news. Recently,
because of the rising popularity of phoneline networks, manufacturers began
offering phoneline DSL modems in addition to the standard Ethernet DSL
modems. Your DSL provider may have a kit that you can buy. The kit contains
all the equipment you need to create the network and share the Internet con-
nection with all the computers on the network. In fact, some of these devices
offer tons of features in addition to home networking and shared Internet
access. Those features take advantage of all the nifty things you can do using
telephone lines, such as setting up intercom systems and room-to-room dial-
ing, forwarding calls from one extension to another, and lots more.

Troubleshooting phoneline networks

If your telephone lines generate a lot of static, the problem not only affects
regular telephone communication, but it also affects your network communi-
cation. For voice services, static is annoying, but it doesn’t prevent you from
using the telephone. For network communication, static can have a more seri-
ous effect. Static can prevent computers from communicating, or it can cor-
rupt the data that’s being exchanged across the network.
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Static is almost always the telephone company’s fault because its source is
almost always the telephone lines entering your house. Telephone cable
doesn’t age well because the insulation that protects the cable erodes over
time. If the insulation isn’t doing its job, the wires can touch each other or be
affected by moisture. If your telephone cables are underground, water can be
in the duct. If your telephone cables are above ground, the problem with
eroding insulation is often compounded by squirrels and other varmints who
love to chew on the insulation.

It has been my experience that phone companies aren’t terribly cooperative
about replacing telephone lines that are deteriorating and causing static.
First of all, when you call to complain about static, the technician usually
takes the approach that the problem is in the wiring that’s inside your house
(which most telephone companies won’t work on without charging you) or in
the telephone you’re using. If you have static regardless of the extension you
use, and if you've checked with neighbors who report occasional (or con-
stant) static problems, you can be insistent that the problem is in the tele-
phone company’s wires, not in your house wiring.

Even when the telephone company admits that its wires are causing the prob-
lem, it often replaces one section of wire (perhaps the direct connection
between your home and the nearest junction box), but not the wires that run
from the junction box back to another box on the system. If static continues,
or returns after a short time, you may have to fight to get insulated telephone
cable delivered to your house. Your state has a public utilities commission
that regulates and oversees public utilities such as the telephone company,
and the commission has procedures for customers who want to force utility
companies to “do it right.”

One clue that your telephone lines have static is that telephone modems
operate at speeds well below their rating, and even occasionally lose the con-
nection. You can also hear static by picking up the phone, pressing one digit,
and listening to the “silence” for a moment — at least it’s supposed to be
silence.

If your phone lines and phone service are fine, but one or more computers
can’t communicate with the network, check your phoneline network adapters
(and bridge, if you're using one). Read the documentation that came with
your phoneline hardware to see which indicator lights should be working and
what color the light(s) should be. For example, most phoneline devices have
an indicator labeled link that displays a green light when the device is work-
ing properly. If the green light isn’t glowing on one of the network adapters,
you need to figure out whether the adapter is broken or whether something
is interfering with its ability to function.
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To see if the adapter is faulty, change its connection. The best test is to move
this adapter to a computer that has a working adapter — just switch the two
adapters. If none of the other tests are conclusive, this is the only way to tell
whether the adapter is bad or a connection to your phone line isn’t working

properly.

Another test is to move the connection point for that adapter. For example, if
the adapter is plugged into a wall jack, move it to another wall jack or to the
second port on a working adapter (you may have to use a longer telephone
cord). If this works, the wall jack may have a problem. If the adapter is
plugged into a splitter on a wall jack, remove the splitter and plug the tele-
phone cable directly into the wall. If this works, the splitter is bad. If the
adapter is on a USB port, plug another USB device into the port (you may
have to borrow one if you don’t have any other USB devices). If the new
device doesn’t work properly, the problem is with your USB port. If the new
device works, you can eliminate the USB port as the source of your problem.
If you have an internal phoneline NIC, try moving the NIC to another PCI bus.

If none of these tests are conclusive, read the troubleshooting directions in
the documentation, check the support pages on the manufacturer’s Web site,
or call the manufacturer’s technical support department.

Powering Up Your Network
with the Electric Company

If you choose your home’s power lines for your network, you don’t need to
run cable through the walls, the floors, or anywhere. Each network adapter
plugs into the power outlet on the wall. The manufacturers that make net-
work devices for electrical lines refer to their products (and the topology) as
powerline devices.

The more I've worked with powerline networks, the more I appreciate this
technology. It offers the portability of wireless networks without the annoy-
ing hassles that wireless technology introduces. You can put a computer any-
where in the house (or, for that matter, on the porch or the deck), just as
wireless users can. The speed of powerline communications is more consis-
tent (it doesn’t suffer serious degradation as you move computers farther
apart the way wireless does). Nothing interferes with the signal, so you don’t
have to worry about locating your computer away from anything metal or
operating on the same frequency. And, with powerline networking, you
escape the annoying “tweaking” of the antennas and computer locations.



Chapter 4: Using Wires That Are Already There

In fact (and I shouldn’t admit this because I spend so much time extolling the
virtues of Ethernet), | put a powerline network into my own home. Now,
before you call me a hypocrite, [ hasten to explain that I have a very large
three-story home (plus a big basement), and it’s a very old home without
many straight chases either horizontally or vertically. When I put computers
on the third floor so my grandchildren could use computers when they visit,
I couldn’t face the chore involved with wiring Ethernet for computers that
aren’t used all that frequently. So I set up powerline adapters on those com-
puters, then came down to the first floor and plugged a bridge into a wall
outlet near my router, and connected the bridge to the router. The whole
exercise took less than 15 minutes, and my third-floor network works won-
derfully well (although it’s not as fast at transferring large files as my 100Mb
Ethernet network).

Using USB powerline adapters

Powerline network adapters are USB devices, which makes installing them a
piece of cake. Merely plug the USB connector into the USB port on your com-
puter and then plug the network adapter into the wall outlet. You're done.
(Some manufacturers require the installation of software before you connect
the adapter, but that usually takes only a minute.)

Because Windows automatically sees a USB device when you connect it, the
operating system launches the process of installing drivers automatically.
Walk through the wizard, referring to the documentation that came with your
powerline adapter. If your version of Windows doesn’t have drivers for your
adapter, use the driver(s) on the disk that came with the adapter. Details on
performing these tasks are available in Chapter 6.

Using your built-in Ethernet adapter

Because almost all computers come with a built-in Ethernet adapter, some
manufacturers of powerline equipment have come up with a nifty way to use
that adapter for powerline networking. You can buy a powerline adapter that
connects to your existing adapter. This means you can spare a USB port for
other USB devices (such as printers and scanners).

Essentially, these powerline adapters are bridges; they connect your Ethernet
adapter to the powerline adapter with a short Ethernet cable (which comes
with the device). The powerline adapter also has a standard plug, which con-
nects to the wall outlet.
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Powerline networks and Internet
Connection Sharing

If your Internet device is a telephone modem that’s attached to one of the
computers on your network, then, by default, your Internet device is using
the same type of wiring as your network. All the computers reach the modem
over the network, accessing the computer that has the modem, and there’s
no separate wiring for the modem. Read Chapter 6 to find out how to set up
Internet Connection Sharing.

If your Internet connection is a DSL or cable modem, those are Ethernet
devices, and you need to connect your powerline network to the Ethernet
connection on the modem. The hardware device that accomplishes this trick
is a bridge. See the discussion about phoneline bridges earlier in this chapter
to understand how bridges work and how to make the connections. The only
difference is that for powerline networks, you need to connect one end of the
bridge to a wall outlet (near the modem) and the other end of the bridge to
your DSL or cable modem using Ethernet cable (which often comes with

the bridge).

DSL powerline kits

In addition to powerline adapters and bridges, you can buy powerline
devices that combine routers and modems. One device, connected to your
DSL telephone line, hooks the entire powerline network into the Internet.

Powerline security

A potential security problem exists with powerline networking: a neighbor
who is also running a powerline network could access your computers and
files. Your immediate neighbors probably share the same transformer that
your house uses and may even share some of the same physical wires. This
means that network communication within your house could travel to your
neighbor’s house. The solution to this potential security breach is to create a
network password and to encrypt all transmissions between computers on
the same network.

Your powerline network adapter has a software CD that contains a security
application that takes care of the potential security problems. Install the soft-
ware on every computer on your network.
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When you install your first powerline adapter software, create a network
password by changing the default password (most manufacturers use
HomePlug as the default password). Enter the new password using any com-
bination of letters, numbers, and capitalization (passwords are case sensi-
tive). Write the password down and don’t lose the piece of paper. When you
install the other powerline adapters, enter the same password in the security
dialog box.

After the software is installed on all the network computers, the computers
find each other (because they all have the same password), and all communi-
cation across the network is encrypted.

Troubleshooting powerline communications

I've installed many powerline networks, and they generally run smoothly.
However, I've received a couple of troubleshooting calls from families who
report that one computer cannot find the network. The same problem existed
with each call: the powerline adapters were plugged into surge protectors.

Always plug powerline adapters into the wall outlet (unless you purchase a
special power strip from your adapter’s manufacturer). Use the surge protec-
tor for the computer and monitor. Power strips that have surge protection
features don’t work properly with powerline network adapters because the
technology that provides surge protection can interrupt the flow of data.

Most powerline adapters have built-in surge protection — check the specifi-
cations before you buy.
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Chapter 5

Look Ma, No Wires

In This Chapter

Understanding wireless technology
Positioning computers
Wireless network security issues

Finding wireless hotspots for public use

If you opt to use wireless technology, you don’t have any cables to run
through the walls or the floors, or even from the computer to an outlet.

All you have to do is install the wireless network adapters and their attendant
software files (covered in Chapter 6), and you have a network. Of course,

you have to perform all the other tasks required to enable file, printer, and
Internet sharing, but this book deals with all of that and makes it all easy to
accomplish.

Sounds cool, doesn’t it? Well, it is, most of the time — but not all networks
perform well with wireless topology. In this chapter, | explain what you need
to know, and also what you need to think about, as you plan and install your
own wireless network.

Please bear in mind that wireless technology is changing so fast that new and
marvelous stuff appears frequently, and new types of products may be avail-
able when you read this. [ can, of course, only talk about the products, tech-
nologies, and specifications I'm using as I write this. If you didn’t purchase
this book minutes after it appeared on the shelves of your favorite bookstore,
you’re probably going to find more wireless product types than I mention
here. However, the basic technology doesn’t change, so the contents of this
chapter should be useful as you plan and build your WLAN (wireless local
area network).
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Translating the Geek-Speak
of Wireless Technology

To set up a wireless network that works, you have to understand how radio
frequency (RF) communications work, and you also have to gain some under-
standing of the variety of wireless communication standards. Purchasing
hardware without this knowledge puts you at risk for incompatible nodes on
your network.

Radio frequency: Hello, den? Kitchen here

The computers on the network communicate via radio waves sent through
the air. Attached to the network adapter you installed on each computer is a
device called a transceiver. It’s a thin antenna that pokes out from the
adapter. As its name implies, a transceiver both transmits and receives radio
waves. The distance the transceiver signal is certified to traverse varies
depending on the wireless technology you've adapted. Check the manufac-
turer’s documentation to find out how far apart you can place computers.

The transceiver that’s included with wireless network adapters sends radio
waves in a wide arc; it isn’t point-and-shoot technology. Each computer is
unaware of the location of the other computer(s), and each computer spins
its radio waves up, down, and around in the hope of finding a soul mate to
talk to.

Wireless standards — alphabet soup

Wireless network standards are changing faster than any other set of stan-
dards in the network communications market. This phenomenon is the result
of the growing popularity of wireless network communications. For example,
corporate network administrators want to be able to let mobile warriors log
on to the main network (cabled with Ethernet) when they show up at the
office, without having to provide Ethernet equipment hookups for them.
Corporate workers want to be able to amble over to the company’s mail
server and pick up their e-mail on their handheld devices. The use of wireless
technology will result in more (and cleverer) applications for this convenient
connection method.
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The Institute of Electrical and Electronics Engineers (IEEE) is responsible for
setting the standards for wireless local area networks, and the family of speci-
fications is contained in the standards known as 802.11. Currently, the 802.11
family contains four sets of standards for you to choose from: 802.11a,
802.11b, 802.11g, and 802.11n.

802.11a

The 802.11a standard is fast, but it often requires more complicated devices
and is sometimes more difficult to configure (depending on the type of hard-
ware devices you use on your network). It’s most often found in large corpo-
rate networks, where it serves its wireless purpose in the midst of wired
Ethernet enterprises. Technically, 802.11a can transmit data at a speed of 54
Mbps (“technically” means that speed is rarely achieved in the real world). It
uses the 5 GHz band, which is less likely to run into other devices that cause
interference problems.

802.116

The 802.11b standard was originally called Wi-Fi (which stands for wireless
fidelity, but almost nobody who uses the term Wi-Fi knows that because Wi-Fi
has become a term that means “network wireless”). Wi-Fi hardware devices
are widely available, and they’re all reasonably priced. All manufacturers of
network devices make Wi-Fi products.

This standard can technically communicate at a speed of 11 Mbps, but I
would be surprised if you achieved that speed consistently. One thing I did
notice, however, is that 802.11b devices tend to maintain their speed (even if
it’s less than 11 Mbps) better over long distances than do 802.11a devices.

The 802.11b devices operate on the 2.4 GHz band, which is also used by other
radio frequency devices. This could give you a problem with interference. See
the section, “Detouring around obstructions,” later in this chapter, for infor-
mation about interference.

You may also see devices that are marked as 802.11b+. This is a slightly
faster version of 802.11b, but I've read about some problems with compat-
ibility between the two “b” standards if you use equipment from different
manufacturers.

To make sure you can purchase Wi-Fi products from multiple manufacturers
that can “talk” to each other, a group exists to certify compatibility. WECA
(Wireless Ethernet Compatibility Alliance) was formed in 1999 to certify inter-
operability of wireless local area network products that are built on the IEEE
802.11b specifications. Look for the Wi-Fi certification logo when you buy
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hardware. However, keep in mind that while hardware compatibility ensures
communication, different manufacturers may implement security measures
differently (and that’s not covered by Wi-Fi certification).

802.11¢

Until recently, the 802.11g standard was the standard for wireless networks.
Manufacturers of 802.11g devices advertise communication rates of 54 Mbps
using the same 2.4 GHz band that 802.11b uses.

Some 802.11g devices are marked G+B. This means that they automatically
recognize and communicate with both 802.11b devices and 802.11g devices.
The term used to describe these devices is dual-band. Dual-band devices pro-
vide a way to expand your existing wireless network without starting all over.
(G+A devices are also available for corporate users.) When a G+B device com-
municates with a device using 802.11g, communication is established at the
higher speed possible with 802.11g. However, when a G+B device communi-
cates with a device using 802.11b, the speed drops to that of the 802.11b
device.

802.11n

At the time [ write this, the 802.11n standard is still waiting for final approval,
but consumer demand has encouraged manufacturers to release 802.11n
products before final certification and final sets of standards. If you're pur-
chasing 802.11n products before final standards are approved, buy all your
products from the same manufacturer to ensure compatibility.

This new standard is much faster than any previous wireless networking
product because 802.11n devices transmit multiple streams of data called
“spatial streams.” The higher the number of spatial streams, the higher the
throughput, which means the speed at which data moves from point A to
point B is radically improved over previous standards. Manufacturers claim
speeds up to 600 Mbps.

Remember that wireless “speed” is an iffy proposition unless your entire net-
work is set up outdoors, with no walls, furniture that has metal components,
and so on. It would be unusual if you managed to get the speed that the
device is capable of producing.

Positioning Computers

You have two issues to consider when deciding where to place computers on
a wireless network: the distance between the computers and the need to
avoid potential sources of interference with the wireless radio signals.
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How far can you go?

Distance is a serious problem for wireless home networks. Most manufactur-
ers rate the range of wireless adapters at a couple hundred feet indoors and
over a thousand feet in open spaces. But those are technical possibilities,

and it’s unlikely you’ll be able to count on those numbers as you decide on
placement for your computers. In fact, many home wireless networks don’t
achieve half those distances, and some don’t achieve a third of them. The dis-
tance problem is aggravated (or mitigated, depending on how you look at it)
by whether the computers are in a “line of sight” with each other.

If you've planned a nifty wireless network that covers several floors of your
home, you’ll probably have to redo your plan. You can usually extend the dis-
tance of the signals with a hardware device, either a router or an access
point. (See the section, “Empower Your Network with Hardware Doohickeys,”
later in this chapter.)

You don’t have to move your entire network onto your front lawn to achieve
maximum distance because “open space” just means that computers aren’t
separated by solid structures. For example, if you have a computer in the
kitchen and a computer in the family room, and you have one of those
“designed for open living space” houses, it’s probably fine that the computers
are 100 feet or more apart. The separations between the rooms are probably
not much more than archways, or even furniture, instead of a solid wall
(containing pipes and ducts) with a small doorway.

The farther an RF signal has to travel, the slower it moves. So, you need to
decide whether distance or speed is more important to you.

Detouring around obstructions

Radio waves travel freely in the air until they run up against metal or water.
Both elements stop radio waves in their tracks. The water problem probably
isn’t something to worry about in your house unless you plan to store your
computer under a waterbed. However, the metal problem can be serious.
Solid thermal glass panels that are well sealed can also interfere with RF
signals.

Plaster walls with metal lath and walls that hold cast-iron plumbing pipes fre-
quently interfere with the ability to run a wireless network in a home. Of
course, you could replace all the plaster with drywall and replace the drain-
pipes with PVC pipes, but that seems like a bit much just to have a wireless
network. Some people have reported that the metal ductwork for heating and
air-conditioning systems also interferes with wireless communications.

/3
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The problem of metal isn’t restricted to what’s in your walls. You also can’t
put your computer under a metal desk or in a place where a metal file cabinet
or bookcase stands between the computers that need to talk to each other.

Another (actually, more common) obstruction that your wireless network
may encounter is radio-signal interference. For example, the 2.4 GHz fre-
quency that’s used by 802.11b and 802.11g devices is also used by most cord-
less telephones. In fact, you should always avoid putting a computer near the
phone’s base station (which is an extremely active transceiver). Microwave
ovens also “broadcast” in the 2.4 GHz band, so keep your computers away. In
addition, you can experience interference from fluorescent lights.

Incidentally, it’s not necessarily only the network communications that bear
the brunt of interference; the other device (such as the phone) frequently
shares the problem. I have friends with wireless networks who send me
rather loud, and extremely annoying, clicking noises when they talk to me on
their cordless telephones. They usually don’t hear the loud clicks; the clicks
only sound like a little bit of static on their end. On my end, the loud clicks
drive me crazy. The network problems drive them crazy because a file trans-
fer can suddenly fail because the connection was interfered with.

A less disastrous form of interference comes from any dense obstruction that
might be in the path of your wireless signal. By less disastrous, I mean that
communications aren’t stopped dead, but they’re slower and travel only a
short distance. For example, a pile of books near the antenna can mess up
your wireless signal.

Regardless of the jokes or rumors you may have heard about your electric
garage door unexpectedly opening when you transfer files across your wire-
less network, interference isn’t a problem. Garage doors operate in the 433
MHz range, far away from the ranges used by computer network devices.

Empower Your Network with
Hardware Doohickeys

Suppose that you want to share a digital subscriber line (DSL) or cable
modem with all the computers on your wireless network. Suppose that you
have two computers on the first floor, and you’re dying to do work on your
wireless-equipped laptop while you relax in your bed (on the second floor),
but the signal doesn’t reach. Don’t worry; manufacturers have come up with
some clever devices to overcome your problems. In this section, I give you an
overview of some of these doohickeys.
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Wireless routers

By definition, a router transfers data between multiple networks. In home
networks, you can use a router to move data from one network (your home
network) to another network (the Internet). This is how you share a DSL or
cable modem Internet connection with all the computers on the network.

A wireless router (frequently called a wireless local area network (WLAN)
router) has an antenna that captures the signals from all the computers on
your wireless network, effectively acting like a hub or a switch.

The router also has ports for Ethernet connections. For most wireless home
networks, the Ethernet port connects the DSL or cable modem to the router.
However, you can also use those ports as a hub for an Ethernet network,
essentially combining three networks: the wireless network, an Ethernet net-
work, and the Internet.

A router also provides IP addresses to the computers on the local network.
Because it does so, it’s acting as a Dynamic Host Configuration Protocol
(DHCP) server. The router provides a single point of communication with
your DSL or cable Internet service provider (ISP). (The ISP sees only the
router, not the individual computers that are on the network.) Some routers
even come with built-in firewall capabilities.

WLAN routers are easy to install and configure. You must physically connect
the unit to a DSL or cable modem using Ethernet cable. The port is usually
labeled WAN (for wide area network) or Ethernet. The manufacturer’s instruc-
tions can help you make the connections.

Access points

An access point is a device that connects the computers on a wireless net-
work to each other (like a hub on an Ethernet network) and to a single
access point on an Ethernet network. You can connect an access point to a
router, to a hub or switch that connects an Ethernet network, or to a com-
puter Ethernet adapter that is connected to a DSL or cable modem. (You
use Internet Connection Sharing (ICS) to share the connection). The access
point antenna is more powerful than the antennas on your wireless network
adapters and provides a way to extend and speed wireless communications.
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It’s unusual to find an access point in wireless home networks because a
router usually serves your purposes better (wireless routers have built-in
access points). It’s certainly more efficient to share a broadband Internet con-
nection through a router rather than to set up ICS. The computer that holds
the Ethernet adapter that connects the modem also has to have a wireless
adapter to connect to the network, so you have to install and configure two
adapters.

Signal boosters

Some manufacturers offer devices called signal boosters, which are specifi-
cally designed to enhance the wireless signals on your network. Boosters
make your transmissions faster or let them travel farther.

However, signal boosters have to be plugged into an access point; they can’t
stand alone. Manufacturers also offer wireless bridges, which must also be
plugged into an access point. These devices aren’t generally useful for a
home network; they are used in corporate environments that maintain
multiple topologies.

Understanding Wireless
Network Security

In a cabled or wired network, you have a built-in method for preventing
unwanted visitors from joining your network. All you have to do is keep your
eyes open. To join your wired network, a user has to come into your home
and plug a computer into one of your network ports. That port may be an
RJ-45 connector on an Ethernet hub, a telephone jack, or an electric plug. If
somebody came into your house and plugged a computer into a network
device, you'd certainly notice.

Your wireless network, however, uses radio waves that can move through
walls, ceilings, and doors to receive and transmit data. As a result, any
wireless-equipped computer within transmitting distance may be able to

join your network. Unless a user yells “Hi, 'm plugging in,” you won’t know

a new node has been added to your network. If your next-door neighbor
decides to work on her front lawn on a nice day, her wireless-equipped laptop
could inadvertently become a node on your network. A more sinister laptop
user could deliberately lurk nearby to grab information from your network
computers. At best, the interloper becomes a parasite, getting Internet
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access from your shared Internet connection. At worst, he gets to the files on
your network or plants viruses on your network computers.

Lacking a direct-port requirement for plugging into your network, you have to
find another way to secure your network and the data it holds.

In small networks (home networks and small business peer-to-peer net-
works), wireless security is enabled by using two security components:
Service Set Identifiers (SSIDs) and data encryption.

The steps required to install and set up these security features are covered in
Chapter 6, but in the following sections, I give you an overview of the wire-
less security issues and components. My explanations are simplified, in fact
over-simplified (this subject is the basis of very thick books), but they should
help you understand what your options are as you configure your wireless
network components.

SSIDs

SSIDs are required before your wireless network adapter can talk to other
computers on your network. If you’re using Windows XP, configuring the SSID
is automatic. If you're using an earlier version of Windows, you must go
through a configuration process. The configuration steps depend on your
version of Windows and the network hardware you purchased, so check the
documentation that came with the hardware.

OS X for Macintosh computers also natively supports wireless networks and
installs an SSID.

SSIDs are nothing more than an imitation of the requirement for naming your
workgroup — all the wireless computers have to have the same SSID to com-
municate with each other. Because it’s possible for an interloper to configure
a computer with the SSID you’re using, this doesn’t really qualify as a great
security measure, but it can prevent accidental intrusions.

If you use the default SSID that’s built into your network hardware, anybody
can join your wireless network. (In a wired network, if an intruder wanted to
join your network by configuring his computer with the same name you
applied to your workgroup, he would still have to plug his computer into a
port within your home — and that’s something you’d notice.) To make it diffi-
cult for unseen intruders to join your network, you must create a unique SSID
for your network and configure every computer to look for that SSID during
startup.
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As an experiment (well, to be honest, to win a bet I made with a colleague),
[ once took a wireless laptop computer configured with the default SSID
around a neighborhood. As I wandered across the front lawn of several
houses, my laptop found, and joined, the wireless network installed in each
house. None of those households had changed the default SSID. | was able
to see every shared drive, and I could have opened any document in any
shared folder. I also could have transferred any file from my computer to
the network (including a virus).

If you want some extra income as a computer consultant, perform the same
experiment and then knock on each door, explain that you know how to
secure wireless networks (because you've read this book), and sign up each
household as a client. The extra income will provide a really nice vacation, or
even a new car.

Broadcasting across the airwaves

Most access points (including the access points contained within wireless
routers) have a configuration option that lets you determine whether your
router broadcasts your SSID. By default, all access points send out a broad-
cast signal, announcing the network name (the SSID). This makes it easy to
find the network when you’re attaching a new computer to the network.

However, broadcasting also makes it easy for anyone else within RF range to
learn the name of your network, eliminating one of the steps needed to
invade your network. For example, I recently set up a wireless network at a
friend’s house. Immediately after installing a wireless network adapter on one
of the computers, the dialog box shown in Figure 5-1 appeared.

None of the network SSIDs displayed in the dialog box matched our network
(we had turned off broadcasting). My friend examined the names and told me
these were his neighbors. Notice that two of his neighbors were not only
broadcasting their SSIDs, but were running unsecured networks. With a click
of the mouse, I could have joined those networks, giving me access to files
and the opportunity to wreak havoc. To invade the neighbor with the secured
network, I would have to know the password. Unlike malicious computer
users, [ don’t have password-breaking software on my computer, so [ was
basi